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Research on DDoS detection based on BP neural network
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2. College of Computer Science, Sichuan University, Chengdu 610065, China)

Abstract: Distributed denial of service attack (DDoS) is a common threat in today’s networks. While
such an attack is not difficult to launch, defending a network resource against it is disproportionately dif-
ficult. This paper analysis some famous theories and methods on detection of DDoS network attacks sys-
tematically based on the fast neural network algorithm. Meanwhile, the attack traffic feature model
which is constructed based on the packet length, packet transmission time interval and packet length
change rate etc is proposed. Second, a method to optimize the parameters of the neural network error is
also proposed by a large number of attempts. Finally, the UCLA dataset is used to carry out the con-
trast experiment of the parameters before and after the improvement. Experiments show that the pro-
posed method can effectively detect DDoS attacks and has a better generalization ability.
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Fig. 1  The structure of the three layer

neural network
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Tab.1 The results of sample extraction

i 1 il 1P v BE ms s
1 11.1.8.15 15.11.94.12 51 3009 0.3 0.9 3 0.22 EH
2 17.1.50. 100 1.1.4.4 32 1600 0.5 0.4 3 0.22 EwE
3 49,243,102, 52 1.1.4.4 28 1232 0.6 0.7 3 0.22 T
4 24, 43.192. 185 1.1.4.4 30 1110 0.55 0.8 2 0.22 T
5 8.8.11. 11 1.1.4.4 29 1363 0.5 0.8 2 0.22 iE %
6 144.177. 143. 20 1.1.17. 60 668 92528 0.001 0.01 35 0.15 ik
7 24.176.9.212 1.1.54.134 470 9400 0.01 0.01 20 0.11 it
8 9.3.22.181 1.1.39.36 500 22000 0.001 0.01 25 0.11 ik
9 22.17.21. 217 1.1.35.39 122 178120 0.11 0.01 40 0.11 ik
10 38.182. 100. 129 1.1.17. 219 366 534360 0. 004 0.01 55 0.22 ik
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Tab.2 The experimental parameter settings
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Tab.3 The comparison of recognition results
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Fig. 2 The comparison of convergence
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