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A cancellable fingerprint bio-cryptosystem based on fingerprint binary string
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Abstract: The cancellable fingerprint bio-cryptosystems based on the fingerprint binary string is study

under the premise of protecting the security of fingerprint privacy. During the registration, first detect

the fingerprint singular point as the base point, and extract the binary string from the fingerprint as the

fingerprint feature, then generate the fingerprint key and auxiliary information by combining the error-

correct code and fuzzy scheme. Finally, during the authentication, the fingerprint key could be recovered

by auxiliary information and homology fingerprint. Experiments demonstrate that the proposed biomet-

ric cryptosystem has good recognition performance. And security analysis indicates that the security

strength of the proposed biometric cryptosystem can satisfy the need of current security circumstances.
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Fig. 1 Fingerprint binary string extraction process
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Fig. 2 Registration and authentication phase
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Fig.3 The Hamming distance density distribution map
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