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Abstract: In recent years, the deep packet inspection technology and traffic identification technology

based on the statistical characteristics of data packet have developed rapidly. But they have some disad-

vantages. The deep packet inspection technology can’t identify the encrypted network traffic, and the

other technology heavily relies on subjectively chosen statistical features. A network traffic identification

method based on convolutional neural network algorithm is proposed in this paper. According to certain

rules, the network data is converted to gray images. In order to improve the recognition rate, the origi-

nal network data is extended according to the order of the TCP packets and the disorder of the UDP

packets. Experimental data shows that this method has a high detection rate both in the application and

application layer protocol.
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Fig. 1 The flow chart of the identification of con-

volution neural network traffic
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Fig. 3 Contrastive figure of the network data

flow detection rate between before and

after extention
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Tab. 2 Detection result between different algorithms

N Z B DNS POP3-TLS RTMP NETBIOS Name Service SMTP-TLS SOCKSv5 SSH
NDPI 100. 00 88.12 70.90 99.97 3.85 92.99 93.98
LibProtoident 99. 96 100. 00 86.51 0. 04 100. 00 100. 00 94. 19
AR HE 100. 00 95.13 100. 00 100. 00 76.00 97.63 99. 83
F3 AEAEEHNHENER(EZAERF)
Tab. 3 Detection result between different algorithms
R BitTorrent Sopcast Spotify Steam TOR PPStream
NDPI 54.41 63. 68 0. 56 76.02 33.51 0.53
Libprotoident 60. 31 46.70 0. 56 75.85 33.51 0. 96
A 95. 22 93. 26 43.50 95. 87 86.52 97.75
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