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A malware variant clustering method based on fuzzy hash

XIAO Jin-Qi » WANG Jun-Feng
(College of Computer Science, Sichuan University, Chengdu 610065, China)

Abstract: Internet Security companies collect tens of millions of new malware variants each year, Virus
Share, the online malware repository, has stored more than 27 million unlabeled malwares. Clustering
malware variant according to certain behavior patterns, not only makes the new attack easier to be detec-
ted, but also helps us to obtain the malware trends in time and take the corresponding preventive meas-
ures. Therefore, this paper proposes a malware variant clustering method which use dynamic analysis
technology to extract malware features, including import and export function name, strings, system re-
source records and system calls, then convert these features to the fuzzy hashes, finally clustering mal-
ware samples through the CFSFDP clustering algorithm. We select the number of clusters, precision,
recall, F-score and entropy as external criteria, select the intra-cluster cohesion and inter-cluster separa-
tion as internal criteria. The experimental results demonstrate that compared with Symantec and ESET-
NOD32, the F-score obtained in this paper increased by 11.632% and 2.41%, and the number of clus-
ters is closest to the artificial labeled.
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Fig. 2 The distribution map of malware samples
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Tab.3 The comparison of external Criteria

A6 I 77 12 Wi 7 A2 7% 19 A~ %L HEH (0 A2 (%) PR AT 2 () P {E
McAfee 19 9385 75.065 13.936 17.079 3.791
Symantec 101 512 32.465 27.924 21.876 2.791
ESET-NOD32 82 2077 59.210 31. 455 31.098 3. 284
TrendMicro 60 5996 59. 357 14. 869 13.797 6.046
Avast 59 3504 53.090 18. 247 15. 069 3.712
ClamAV 55 8994 56.738 23.060 6.114 1. 840
BitDefender 7 7927 71.188 12.413 15. 250 4. 435
DrWeb 114 7410 71.262 15. 748 17. 836 3.398
Microsoft 30 2108 60. 304 23.614 26.180 4,202
AVG 49 9708 74.528 10. 357 12.827 3.418
Panda 225 1596 29.419 26.221 12.982 1. 589
Qihoo-360 2351 2369 23.676 15. 244 6.136 7.261
OPTICS-300-33 822 96 32. 345 55.455 28. 836 0. 941
OPTICS-100-8 3923 169 35.117 42.086 25.021 0. 893
DBSCAN-70-9 942 184 44.615 46. 318 32.263 1. 219
CFSFDP-120-5 2178 162 44. 666 45.219 33.508 1.225
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Tab.4 The comparison of Internal Criteria

mRHE RN M RKEEN

LioRllIREN L

WA BEE XAOE REE
DBSCAN(70,9) 942 5579 66.28  169.87 181.80
OPTICS(100,8) 3923 6619  51.90 131.80 224.73
OPTICS(300,33) 822 8698 98.69  196.32 274.79
CFSFDP(120,5) 2178 4454 80.74  183.06 109.56
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Fig. 3 The decision graph of CFSFDP
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