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Malware clustering based on graph convolutional networks
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Abstract; Many new types of malwares are often modified by attackers based on the existing malwares.
Therefore, family homology analysis of malwares can help to study of evolutionary trend and traceability
of malwares. In this paper, starting from API call graphs of malwares and combined with Graph Convo-
lutional Networks (GCN), we proposed a similarity calculation and family clustering model for mal-
wares, Firstly, we extract API call graphs of malwares with disassembly tools and the attribution of the
API functions in the graphs are labeled. Then, we select key API functions by its contribution to the
malware families and the API call graphs of malwares are constructed. We use GCN and Convolutional
Neural Networks (CNN) as the model of the malware similarity calculation which the inputs are the API
call graphs. Finally, we use DBSCAN algorithm to cluster malwares. The experimental results show
that the proposed method can achieve 87. 3% accuracy and can effectively cluster malware families.
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