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Sensitive information detection based on phrase-level sentiment analysis

MING Yi-Yang , LI1U Xiao-Jie
(College of Cybersecurity, Sichuan University, Chengdu 610065, China)

Abstract; String matching method and coarse-grained sentiment analysis method are often used in sensi-
tive information detection, the accuracy, however, is rather low. To mitigate this issue, this paper pro-
posed a method based on phrase-level sentiment analysis. This method takes advantage of a rule set
which is used to extract phrases concerning the sensitive word, by analyzing the sentiment orientation of
relative phrases, it is possible to determine the sentiment orientation of the expresser towards the sensi-
tive word, thus determine the sensitivity of the information. This method takes the context of the sensi-
tive word into consideration and is able to extract sentiment orientation towards the sensitive word in-
stead of the whole text, which is missing from string matching method and coarse-grained method re-
spectively. Experimental results suggest that the accuracy is considerably increased compared to string
matching and coarse-grained sentiment analysis method.
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Fig. 1 Processing workflow
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Parse function

1) function Pagrse (text, ruleset)

2)  res<mnone

3) if no rule matches at begining then

4) enter exit rule

5) else if parse done then

6) for each in text do

7) res<—Is Supser Or (each, phrases)
8) end for

9 return res

100 else

1D text<—Ruig Parse (texts ruleset)
12) P arse (text,s ruleset)

13)  endif

14) end function
HoAr, RuleParse PR 28 FHRLN , 58 % 1
PR (DA B VEIC 5 B i 2 5 IsSubsetOf 1R
e AP TR () iR iy ok A8 4 i b 45 SR vh () T
VE R e 5 AR 01, 3ef AR 1 250 M BT A BT A
RS R AT B C JCHLN AT AR ZE T

LAMgR) 20 SRt g bt B an 1 2. & 2 AR
TER R B PEFEZE R (A A AL 5 4
W 5 — S FMIC R AR A e LR T8 T sk
i) DU HE B ST T8 AR 0 2 5. B A T ) 45 2R
S XU AR “ R FE T B R posa,; P AV A
HIFR ).



1046 w)Il K FFRCH R FR) % 56 &

R ALK BE ERH

neg,,; nwrd Pos,,; wrd T
——

DISCARD pos,,—p

‘ Ei T
BT S
PO

B2 sl éy 2 o by

Fig. 2 Parse of example text 2
4.2 BESEEEERRE
TSE AT R T RO ) e P IO 5 R
ot G B — S T X IO ) 7 S ) L AN 3.

®3 EIEHNBEREE

Tab. 3 Sentimental orientation of phrases
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Tab. 4 Classes and quantities of sensitive words
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Alert Function

1) function Apgrr(wrod, res)
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2) cat<—Carecory (wrod)
3) so<AnaLyse (res)
4) if so=cat then
5) return true
6) else
7 return false
8) end if

9) end function
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Tab. 6 Experimental results
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Tab. 7 Precision and recall rate of rule subsets
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