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Syntax-based malicious JavaScript code detection method
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Abstract; JavaScript is a dynamic scripting language originally designed to improve the interactive capa-
bility of web pages. However, attackers use this peculiarity to execute malicious code on web pages, po-
sing a huge threat. The obfuscated malicious code is difficult to detect using the traditional method based
on static features, and the method based on dynamic analysis is inefficient. This paper proposes a static
detection model based on semantic analysis. Specifically, the lexical unit sequence is extracted from ab-
stract syntax trees; then the word vectors are generated by word2vec based on the lexical unit sequence;
finally the generated vectors are input into the LSTM network to detect malicious JavaScript. Experi-
ments show that the model can effectively detect obfuscated malicious JavaScript code and improve the
detection speed, with a precision of 99. 94% and recall of 98. 33%.
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Fig. 1 Model training and testing flow chart
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Fig. 2 Abstract syntax tree generation process
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Fig. 4 The low-frequency lexical units distribution
of two kinds of samples
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Tab. 3 Detection results of different classifiers
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Fig. 5 ROC curve of different models
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Tab. 4 Compare with other models
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Tab. 5 Processing time for 300 samples for different stage
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