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Heuristic anomaly detection model of industrial control system

based on combined neural network

TANG Zhang-Guo » LI Huan-Zhou, ZHANG Jian

(Institute of Computer Network and Communication Technology, Sichuan Normal University, Chengdu 610066, China)

Abstract: In order to improve the intrusion detection rate of industrial control system, the principle of

traditional industrial intrusion detection technology is discussed, and the comparative study is done from

the viewpoint of information theory. The dynamic and static fingerprints of industrial control attacks in

the protocol stack, statistical characteristics, and communication behavior are summarized based on the

modeling of the specificity of the industrial control system and the attack methods. Based on a new ab-

stract method of heterogeneous information, a heuristic industrial control system anomaly detection

model based on combinatorial neural network is implemented. The test results show that the proposed

model is more efficient, and the results are more accurate than the conventional intelligent methods.
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Tab.1 Comparison of intrusion detection technology in industrial control system
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Fig. 1 Information flow view of industrial control

system attack
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Fig. 2 Vulnerability of industrial control system and its attack scene

4 EFASWENENEERTE
RGERE®R

4.1 RERVNRBERE

TS RN A A et R IR G T IA B A
SEH R B AR R R — KB TR R
S I 2 4R AR R AR 2. 2 TSR AR SOk
FEIF BT — Pl 5L T 0 TR A 00 RV 4 5 o 2 0 2% T
5. 2 R 25 B ZE K BT I TG R SRR T kL LA
2o 45 1 R0 AR DL S R X S A il 2 A
“TH] [ X 27 ) 22 1) 4% ) il S B — 4R
RBGE » DAz (8] 52 2% 52 4 BBORS: S0 A9 P i AS 13 i
IR B 2 0 255 19 52 2% 2 BRI AT ORI T A
P 5 30 TR AR R A el 22 1) 285 1 )1 e S ] B
I B[] 428 2R 0 AN [ 2 8 1) R S 1 4 )Xo AN
[ 4 L S ) ) 3 222 T 246 T 4% 2R G U B B RE AR
P s P ol A B — 1) 5 4% R 28 JC 200K 1Y T 245 45
oy T B SN S 4R SO B A 4R SUA A
A BEIRAE B R g it T AR E K
2RO AL 73 Ry 2 R G 28 R R 2 (R AL
FRRE RS R R R 4 DR BRI A 3.
Bt h B A O X 2 R AR TR SO A TD Y B B

R 5 AT 55 ST IR - Hesh B8 808 i s is A7 i
1 T ARG RE R BEOGF 00 265 00 Xk 5 HL Bl A R S0 fL
Z YL@k PR SURFE CROOT A B2 L D e AUAD
PLC BIE 2545 AT 8 FEAE it A2 L LU 42 2 157
R VT R X AR R A % 55 G AE CRLTA]
B VLI IR AR /IR ORI L8 Bl i 4R SO D
PO 245 1) Bl AT AN 2 fil P D i A0 L R ol T
TEFRRAZMASCRAT B3 25 B X o 28 &
TR BETE B A% 15 SR P 25 1R DRIE B¢ s R e
i JE2 614 T SF o R 0 4 il A A A R ) A4 R R T
Bl N T TP PR BT A TH I R I R R 4 R
Ei

HR L A 45 i R R SRR A T AR, il 2o
Bt R B 5 A R i S0 sOROHE 4 SO PR JE 2R AT e 3R
A B A B A $55 4 A 4R AU — Ak 0 S Al T
2 A R AT R S e B IS0 1) A 1 320 M i B
B SRR 2R G P UURIRE 1 48 S0 00 2 2 2 2 1R
o0, $i BB P GETT ANAT S DU T 4y 3 AT A
— A AL B, I S 5 SURRAE 1) H iy AR D A ol
22 2% o 3 1 T I YNGR I (8 % W 4% i ol ad —
SE P PR 91 22 X = A 2 ) 6 1 i AT R
DTS2 B0 S8 1) [ 3Rl Aoy 2.



CELATHELSMERNENBAX T RAEFFANAER 739

%4 B
&gl EZ0] HX SR
. J . ... T .
i
WA, Hm. B R oallboe 3953
a7 | x |[[ e || o || F || 08 || .
ol ” trm | Sl ” s || || B || semwez

A WHRRRE
SET AR ETRA R PETFEE T
ez 4% 2 % PUEZY e

i = B

1
) T ) ]
Iy FH T |
|
B3 e 2RMEERGERRHA

Hierarchical architecture of combined neural net-

Fig. 3

work model

4.2 EFHBIELINBANDE

P2 N 4 SR S — N B T o R X R AR
e BGHEAT O RS TE B n 4 1) B 0 4 1) 5 SRAE T R
B 20 T4 RGEPIR L S (T )3 — 4k, 4% IR S 56 017
Xt SO AR TEAT 43 25 A 45 B0 4 L 25 0 I L AR el
SRR o B AR A e B fa e
L FH SRR RVRRE AR B U, 40 Modbus,
DNP3,ICCP 45 PS4 43 Bebm ids A B L 2 ey 5. e
TEET XF B 7 7% 22 1) 2 A B h i et 5 8 5
B ARET A A A TE 50 A, B 1R AR 5% XL 1)
{5 S 75 T b 55 A A Al 5 A
PR U A B B ) T 1, L3 [ 4 A ol 1
BRI RIVE Y G e 4 P 20 5 T4 AR A7 iR

x2 IBEANREYHTEANGDE

Tab. 2 The input vector of intrusion fingerprint feature in industrial control system
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