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Malware family classification based on text embedding feature representation
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Abstract: Automation, efficiency, and granularity are major challenges in the area of malware detection
and classification. With the successful application of deep learning in the fields of image processing,
speech recognition and natural language processing, it has alleviated the enormous pressure of traditional
analysis methods on manpower and time cost to some extent. This paper describes mal2vec; an automat-
ic, efficient and fine-grained malware analysis method, which treats each malware as a text with rich be-
havioral semantic information. The content of the text is composed of API sequences when malware is
dynamically executed. We use the classical neural probability model Doc2Vec to train the text set. The
experimental results show that the effect of this paper is significantly improved compared with the classi-
fication effect of Rieck et al. In particular, unlike other methods of deep learning, this method can ex-
tract the intermediate results of model training for explicit representation. This explicit intermediate re-
sult is interpretable and allows us to analyze the behavior patterns of the malware family from a fine-
grained level.
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Fig. 2 The text length distribution of the malware
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Tab. 1 Optimization of model parameters

vector_size window d, F
10 5 0 0.91
20 5 0 0. 95
50 5 0 0. 96
100 5 0 0. 95
150 5 0 0. 94
50 5 1 0. 90
100 5 1 0.91
150 5 1 0. 90
50 1 0 0. 96
50 2 0 0. 96
50 3 0 0. 96
50 4 0 0. 96
50 5 0 0. 96
50 6 0 0. 96
50 7 0 0. 96
50 8 0 0.96
50 9 0 0. 96
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Tab. 2 Evaluation indices of classification performance
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Recall TP/(TP+FN)
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F 2 % Precision * Recall/ (Precision +Recall)
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Tab. 3 Classification performance based on text embedding feature representation

Kt F1 ACC TP TN FP FN
Backdoor. Win32. BlackHole 0.97 1. 00 77 3997 2 2
Backdoor. Win32. Ceckno 0. 94 1. 00 65 4005 5 3
Backdoor. Win32. Delf 0. 96 1. 00 174 3888 14 2
Backdoor. Win32. Frauder 0.92 1. 00 18 4057 1 2
Backdoor. Win32. Hupigon 0.98 1. 00 164 3907 5 2
Backdoor. Win32. IRCBot 0. 93 1. 00 57 4013 1 7
Backdoor. Win32. PcClient 0.97 1. 00 29 4047 2 0
Backdoor. Win32. Poison 0.98 1. 00 162 3909 3 4
Backdoor. Win32. Popwin 0. 99 1. 00 126 3950 2 0
Backdoor. Win32. SdBot 0.92 1. 00 95 3967 15 1
Backdoor. Win32. Shark 0. 95 1. 00 53 4019 4 2
Backdoor. Win32. Sinowal 1. 00 1. 00 22 4056 0 0
Email-Worm. Win32. LovelLetter 0.99 1. 00 35 4042 1 0
Email-Worm. Win32. Zhelatin 0.91 1. 00 20 4054 2 2
HackTool. Win32. VB 0.97 1. 00 19 4058 0 1
Hoax. Win32. Bravia 0. 87 1. 00 20 4052 2 4
Hoax. Win32. Renos 0. 85 1. 00 23 4047 6 2
Net-Worm., Win32. Kolabc 0. 94 1. 00 30 4044 1 3
Trojan-Banker. Win32. Banbra 0.91 1. 00 91 3970 10 7
Trojan-Banker. Win32. Banker 0. 89 0. 99 98 3956 16 8
Trojan-Clicker. Win32. Delf 0. 89 1. 00 42 4026 9 1
Trojan-Downloader. Win32. VB 0. 99 1. 00 143 3932 3 0
Trojan-Downloader. Win32. Winlagons 0.91 1. 00 39 4031 1 7
Trojan-Downloader. Win32. Zlob 0.99 1. 00 132 3944 1 1
Trojan-Dropper. Win32. KGen 0. 98 1. 00 28 4049 0 1
Trojan-GameThief. Win32. Lmir 0. 88 1. 00 39 4028 2 9
Trojan-GameThief. Win32. Nilage 0. 93 1. 00 62 4007 1 8
Trojan-PSW. Win32. Agent 0. 84 1. 00 21 4049 1 7
Trojan-PSW. Win32. LdPinch 0.99 1. 00 128 3948 0 2
Trojan-Proxy. Win32. Puma 0. 96 1. 00 39 4036 1 2
Trojan-Spy. Win32. Agent 0. 83 1. 00 32 4033 6 7
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Kt F1 ACC TP TN FP FN
Trojan-Spy. Win32. BZub 0. 99 1. 00 35 4042 0 1
Trojan-Spy. Win32. Banbra 1. 00 1. 00 20 4058 0 0
Trojan-Spy. Win32. Banker 0. 94 1. 00 31 4043 3 1
Trojan-Spy. Win32. Delf 0. 90 0.99 98 3958 7 15
Trojan-Spy. Win32. Pophot 1. 00 1. 00 149 3928 0 1
Trojan-Spy. Win32. Zbot 1. 00 1. 00 126 3952 0 0
Trojan. Win32. DNSChanger 0. 97 1. 00 86 3986 0 6
Trojan. Win32. Dialer 0.99 1. 00 101 3974 2 1
Trojan. Win32. Diamin 1. 00 1. 00 22 4056 0 0
Trojan. Win32. FraudPack 0. 99 1. 00 51 4026 1 0
Trojan. Win32. Inject 0.99 1. 00 160 3914 1 3
Trojan. Win32. Midgare 0.99 1. 00 172 3902 1 3
Trojan. Win32. Monder 0.99 1. 00 237 3838 3 0
Trojan. Win32. Monderb 1. 00 1. 00 404 3670 4 0
Trojan. Win32. Pakes 0. 90 1. 00 81 3979 3 15
Trojan. Win32., Radi 1. 00 1. 00 31 4047 0 0
Trojan. Win32. Slefdel 0. 95 1. 00 52 4020 6 0
Trojan. Win32. VB 0.97 1. 00 79 3994 3 2
Trojan. Win32, Vaklik 0.99 1. 00 90 3986 0 2
Worm. Win32. Downloader 1. 00 1. 00 20 4058 0 0
Worm. Win32. Runfer 0.91 1.00 36 4035 3 4
Backdoor. Win32. BlackHole 0.97 1. 00 77 3997 2 2
Backdoor. Win32. Ceckno 0. 94 1. 00 65 4005 5 3
avg / total 0. 96 1. 00 4164 207587 154 151
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Tab. 4 Compared with the malheur method

ik BiEsE /% Precision Recall Fy
malheur Reference/xml 1. 00 0. 67 0. 80
malheur Reference/mist 0. 99 0. 99 0.99
mal2vec Reference/xml 1. 00 0. 99 0.99
malheur Application/mist 0. 83 0. 46 0.59
malheur Application/xml 1. 00 0.42 0. 59
mal2vec Application/xml 0. 87 0. 89 0. 88
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