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Optimization of malicious cluster detection based on
IP blacklist association clustering algorithm
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Abstract; Complex malicious activities in the Internet are jointly performed by IP address clusters. It has
become an important research direction to find malicious IP clusters by processing data collected in the
network. An IP blacklist association clustering algorithm (IPBACA) is proposed in the paper, in which
first constructs an IP-IP undirected graph, and then uses measurement statistical correlation to measure
the correlation between IP blacklist and IP, and uses the given IP blacklist to find the best threshold
worthy of malicious clusters, and judges its standardized residuals whether it is up to standard, it finally
identifies a malicious cluster with high precision. The simulation results show, compared with ICAMO
algorithm, CAIIB algorithm and DABR algorithm, the IPBACA algorithm proposed in this paper has a
significant improvement in the four main performance indicators of precision, recall, F1 and normalized
mutual information, and significantly improves the detection ability of malicious clusters.

Keywords: IP Blacklist; Association Clustering Algorithms; Malicious Cluster; IP-IP undirected graph

1P Mtk 3E R AT 9 AR 3 5 2% A9 AR, HL 1 S5 30

1 5 7 a2

A4 3 B 3 0 A 8 B A 03 A P 4% 2 1
HIRM EF 2B AR R M ZH RO L) . dods A — 41 1P ik

Wi BH#A: 2019-09-16

ELWB: FR AR (61761025)

EFERN: M= 1973, B, smEWAAN, Mz, #5507 M8 L@ 5558, E-mail: liuyun@kmust. edu. cn
BIFEE: B, Email:547848098@qq. com

013003-1



% 58 &

W K FFIRCH RFF O

%14

ok B 52 B 5 W gk P LA BRAT £ FlGOE E AT
F5 18k ok 3 —41 TP Mkt A SRR T N A T
P 265 1) 2 BT R fefi A5 B A BE A%l T4
AT B A X 28 TP M hE SR F % 4 7E — .

Stringhini 5 A 4 H 3 T8 e 1k 1Y 2% 40 R
B (Tterative Clustering Algorithm Based on
Modularity Optimization, ICAMO)™, 8 &4
BOH 1) 80 B . A R S U0 0% Rk P B 4R
Mathur 88 A4 1 5T 5 28 (1 P4 320 5 4 o 3 0k
( Clustering-Based Approach to Infer Internal
Boundaries, CATIB)'". @114 1P ikl 7¢ 1P Hb
Bk ) b A B O TP SR 44 U s e
M. Arya 8 N T — RT3 8B ey
75 2883 (Dynamic Attribute Based Reputation,
DABROY!, N EVHIE 7 1P ikl SR BORCs A8
EAEY IR B E U TP bk

ICAMO B3 K e 4R B — > 6 a5 ) 15 /A 153
TP P b BAO%E H 19 23 3 S BUB Hh TP st bk it
K. CAIB F3E I 80 % S8 FR 44 H e i 2 H
RTER UG A TP B4 5. DABR 5k ih
T A R A AT T AR D T B R
FHT e E W 2%, 78 ICAMO 53k, CAIIB 5835 Fl
DABR B3 B9 LA L AR SCER T TP R4 5
IR I (TP Blacklist Association Clustering
Algorithm ,IPBACA) . 18 53 —Fh 7 (1) SR S HE 42 A
Do 248 52 (R H5CHR 4R PR B BT AT 45 1Y TP .
T PRI SR AR RE S fy i TP-TP JG ) (1, 4K
Jo s AT S SE AR DMk i TP R 45 #5 TP (1)
AR I 25 2 1 TP BB 44 Bk 4% 2 Jg A4 1
T ISR G 55 Y 1 2 A Y TP 2, T TP FE YA
HEAIR 22 2™ R T 3, &5 5 1P BA Y5
AHOCI B . B2 R 1 R 2 Jo k3 i
1) PR 44 B ] DL IR B o AS I A S L (7 L4
FH], RIS — K B2 a1 TP B 44 B 2 LU
Jirde Y G5k oE A b R 0 % & TP B, Xk
ICAMO #3% . CAIIB 534 F1 DABR 58.9%. 1P JR 4
FAOCIHIRSBIRAORR A [B3R F1 4845 FA
— L EAF R A 4 A B R bR T A I
s IER] IPBACA Bk W8 48 1 A W 2K
IR YEN

2 IPEBHEXEREE

2.1 IPBZBXBKBEIER
BT TP R4 BSCI RRHE L DS &

RO 2 K P PSSR b A AT R AE | il i B R 2
RS RR TR 5t TP Muhk T LIGE i
BRI IR A — R IR P T — ML 55 18
P TP Mtk 2 6] 7 SC—A~3 24 AR R B 6
AT LUK 25 7 BB R 3 T ml 1. A T e P 2
Ji o BRI TP Myl S 5T b R A DX o3 30 G R
%k, ARSI B2 T — A REETE
JIt7R.

[DiLRee

W55 28110 *Eﬁf R
gy . T R

IP-IP I g%ﬂﬁéﬁlff‘iﬁ
g | w0 A

R oy

Bl IPZLEREERA
Fig. 1 1P blacklist clustering framework
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