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A feature selection method for remote access trojan’s traffic

ZHANG Yu, LIU Xiao-Jie, LI Bei-Bei
(College of Cyber Science and Engineering, Sichuan University, Chengdu 610065, China)

Abstract: Existing Trojan detection methods suffer from poor detection performance because of the in-
formation redundancy and lack of representative features. In order to solve the problems, a feature se-
lection method was proposed in this paper. Firstly, in order to get sufficient feature set, features were
derived from the relevant attributes by analyzing communication behavior of Trojan. Then, in order to
measure the importance of features and the correlation between features, the improved evaluation coeffi-
cient of feature importance and the joint evaluation coefficient based on correlation entropy are proposed.
Afterwards, a feature selection algorithm based on sequential backward selection was designed to obtain
a feature subset of adaptive size. The evaluation coefficient of feature was calculated through each itera-
tion, and the selection was done by sorting those features. In order to verify the validity of the proposed
method, we combined the method with naive bayes classification and the SVM classification algorithm,

respectively, and conducted experiments to compare the two classification algorithms with FCBF and
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IG. Compared with FCBF, the recall rate of the two classification algorithms increased by 3. 76 % and
1. 64%, and the F1 increased by 1. 04 and 0. 99. Compared with IG, the recall rate increased by 6. 46 %
and 4. 96%, and the F1 increased by 3. 56 and 3. 18, respectively. The results of the experiments

showed that the proposed algorithm can effectively select the characteristics of each attribute from Tro-

jan traffic, and overcome the influence of the correlation between features, reducing feature dimension

and improving Trojan traffic detection.

Keywords: Trojan detection; Feature selection; Normalized mutual information; Correlation information

entropy
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Fig. 1 The difference of the ratio of up-stream and down-

stream flow size
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Tab. 1 The features of up/down stream’s traffic
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Fig. 2 The difference of up-stream’s big packet count
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Tab. 2 The features of up/down stream’s packet
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Fig. 3 The difference of max interval in down-stream
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Tab. 4 The features of packet’s time interval
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FE SVM 432803 T A7 [ R 1 T A/ T e A R
DU 37432 b AR T SR PR A SCRRAE e 4 Hp— 348
G35 MR I A DG R BT R 1 TR 28 DL 4%
AU ok 7 B4 3 A A A5 AR T A A 346 25 B .
AR SCHFAE VPR S M B0 UE 25 SR an 2k 9
10 /R 763 IR _EAR SO R0 . i
FNZR DU 43 2 i 3k B T fe i 96. 92, FCBF fir
VAR M2 A TE RS B R LAY = T AFSA Bk, 1
H FERIETASCA R RIS ; H SVM 43250
AR SCA TR AE IR B B i 99. 03 Y0 FRAE B K L fj 2.
fili P A B3 25 191G 30749 2 A RRAE - S 4G 55k
Wi 2s , AR5 SCRL7 JRIESE 25 R B2k

x99 ERNHETSEMALE R ERERIEL R
Tab. 9 Validation result of our method’s improvement u-

sing Naive Bayes Classification algorithm

AR e WA/ % BRI/ % B
AFSA 91.34 96. 92 94. 05
FCBF 92. 87 93.16 93.01

IG 90. 52 90. 46 90. 49

10 ZTRHEENIERAIHEZRLREWIELER
Tab. 10 Validation result of our method’s improvement u-

sing SVM Classification algorithm

FEERES S MR/ HlR/% Fy
AFSA 99. 03 95. 84 97. 41
FCBF 98.78 94. 20 96. 44

1G 97.84 90. 88 94. 23

G54 DA SRR X 6 RRIE PRSI —
504, FCBF Bk B bR AU RFAE 54 3C AFSA B3k
BRI RHIEAT — M E A A R B — e T
SERIEATXT I BB, HER B BRI R i vh A R I 11
B A T AT R Y R o B R B AR R
RIS 28 5 BAR AL LA BB B 7E AFSA
FlRad frp , X AR AR A3 AR5 2 5850 5 ek
BBk e AT A E B PR A R 5022 A B L (LK
BV R BB IE T A4 B EAE
BRI R ICA MR IR, [RlA FCBF AAREAE &
TPk, RS R B4 K 326 A R i) B N K 32 AL ]
B 5 (AN HAEAE AFSA g T8 S 250
BT A B R AR 1 T B (A R R
TR ST 22 () T AR RS SE T

1G ST B R — AR 5 2R B AH S TR
ZWE 1RO R] A AR DG AL BR YRR S TP & 22
SRR H RS REAE 1 S AN R BEK dn
IR RN B A K AN R BT
R AT AL B RPN REAE A AFSA i3
IS AR G HEPPAN R AN AR 1G PRI 5
N IR 55 T R B+ i 2838 UK 26 1 S B 45 R
AR ORI i EE AR R R BRI S — YRR
FeA I B R AT IR G A DG PR R Bk
A TEM IR, 78505 I8 T RHIE 5 R AR S ARG
PE A B AL AR AE T4,

[ S N i R 1S e o= RP | S R T S
T FHANZR DU Hr 3 2 45 R 1 S B 4 W 3 B VR R AT
£k (Receiver Operating Characteristic, ROC),
e 5 FiR.
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B/ 5 AFNetdis kT ROC w4
Fig. 5 ROC of model’s using NB classification
T8 = 4 ROC i £ ) AUC (Area Under
Curve)fH, WL 11.

*x11 AUCHE
Tab. 11 AUC value
FRE A A AFSA FCBF 1G
AUC 1Y 0. 980 0. 946 0. 890

P 5 Kede 11 UEBIAR SCRRAEZE £E 58 A Lo
MRRE IS k.

5 & g

BUAT T30 15 U R S A T ik A A i
FHFFAERARZRIE A VAR )5 B TR A IR A
SCIE e R e BT A — R RS Y H SR b Ty
BOR By 228 Rl 38 1o 7 Sk A e A i A
FRBORIE S R SCHE PO R 26T I — PR e
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