202141 A Wl KRR RAF ) Jan. 2021
58 1 Journal of Sichuan University (Natural Science Edition) Vol. 58 No. 1

—F B FERBEER Android M RITA DA

7/ R S R (I

(PU R P 28 25 () 2 4x g o JRCHR 610064)

f OE. KSR B ERM R B RAR R T 2 A A2 54 2 (Application Program Inter-
face, APDAR R EI6G . 122 B a1 AT APL ¢98F R KA A £ BB L &R A R &EKRER
W A BARILAR P IBAT 0 SERERBE X AF AT L R W4T AR A AR, R IAR h— A A TR
Bog R INAT A EANEAK, B BT BB IR R B E ek ARG, 4 4 APLE A B
7 A B A PR & (Graphic User Interface, GUD 4 B0t 5 = £ 65 % U 73038, 03 B k17
AERAT G EER; RGBT EFAOREFSTH DET AL ERBZETREREY
BEAT AN RA Z 5, A EH InIE T AL & o iR 69 sk, ST B i 2 & m KB e T
AL EERINIRA T ik 6 ROk

KR BRE; BT HA; APLER; 174547

FESZES. TP391.1 XHEfERIRAD . A DOI. 10. 19907/3. 0490-6756. 2021. 013002

An analysis technology of Android application behavior based on sensors
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(College of Cybersecurity, Sichuan University, Chengdu 610064, China )

Abstract; Most of the research on malware identification is based on the application program interface
(APD call, but most of the current API based research does not consider the state of the device. How-
ever, the device state can directly reflect the running environment of the program, such as human opera-
tion or program automation, and it plays an important role in the analysis of application behavior. In this
paper, a sensor based application behavior recognition technology is proposed. Firstly, the real-time sta-
tus of the device is judged by the sensor data. Secondly, the algorithm is designed to identify the mali-
cious application behavior using the multiple time series data generated by combining the API call time
series and the first screen time series of graphical user interface (GUI). Finally, the malicious behavior
analysis prototype system is designed and implemented, and it includes the functions of static piling, dy-
namic behavior monitoring and real-time status collection of sensors. Typical cases were selected to veri-
fy the accuracy of the proposed method, and the black box test was performed to verify the effectiveness
of the malicious application identification method in this paper.
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