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Name entity recognition based on local adversarial training

LI Jing, CHENG Peng-Sen, XU Li-Dan, LIU Jia-Yong
(College of Cybersecurity, Sichuan University, Chengdu 610065, China)

Abstract: Boundary samples of different categories staggered on the boundary in the datasets of named
entity recognition research, which affects the performance of named entity recognition model. A method
based on local adversarial training and BILSTM-CRF model is proposed to solve the problem above. The
method selects hard examples which contain a lot of boundary samples to crafting adversarial samples.
The process is based on the characteristics of boundary samples that are easily perturbed to leave from
the correct category, and then get adversarial samples from the target attack step according to the confu-
sion matrix error probability distribution. Finally, the datasets mixing with the original data and the ad-
versarial is used to adversarial training to enhance the model’s recognition ability. In order to verify the
superiority of this method, global/local adversarial training based on non-target attack method and local
adversarial training based on target attack are designed as comparative experiments. Experimental re-
sults show that the method proposed improves the quality of adversarial samples while retaining the ad-
vantages of adversarial training. The F1 scores on the three datasets of JNLPBA, MalwareTextDB, and
Drugbank are increased by 1. 34%, 6.03%, and 3. 65% respectively.
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Fig. 1 Overview of confusing boundary samples
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Fig. 2 Comparison of non-target and target attack
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Fig. 3 Comparison of global and local adversarial training
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Fig. 4 Local adversarial training model
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Tab. 2 Compared with other experiments (F; score)

Ttk
JNLPBA  MalwareTextDB  Drugbank
Baseline 72.57 50. 57 83.16
FGSM_GOL 74.02 56. 40 86. 66
FGSM_LOC 73.53 56. 25 86. 21
CTR_GOL 74. 20 54. 20 86. 34
CTR_LOC 73.91 56. 60 86. 81

%3 INLPBA¥EE I ARSRER
Tab. 3 Experimental result in JNLPBA

Jik %/ % HIE/ % FifE/ %
Baseline 69. 42 76.01 72.57
FGSM_GOL 71.35 76. 89 74.02
FGSM_LOC 70. 37 76.98 73.53
CTR_GOL 71. 84 76.73 74. 20
CTR_LOC 71. 15 76. 89 73.91
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Tab. 4 Experimental result in MalwareTextDB

WIRES B/ % A/ % Fife/ %
Baseline 47. 69 53.81 50. 57
FGSM_GOL 54. 50 58.43 56. 40
FGSM_LOC 51.49 61.97 56. 25
CTR_GOL 53. 90 54.58 54. 20
CTR_LOC 52.03 62. 04 56. 60
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Tab. 5 Experimental result in Drugbank

Jiit: W/ % AER/ Y Fufi/ %
Baseline 83.53 82. 84 83.16
FGSM_GOL 86. 57 86. 75 86. 66
FGSM_1.OC 85.75 86. 69 86. 21
CTR_GOL 86. 10 86. 58 86. 34
CTR_LOC 87. 06 86. 58 86. 81
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