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Control flow hijacking attack detection based on dynamic analysis

WU Xiao-Wang', FANG Yong', JIA Peng', LIU Lu-Ping®, WANG Yan'
( 1. School of Cyber Science and Engineering, Sichuan University, Chengdu 610065, China;
2. College of Electronics and Information Engineering, Sichuan University, Chengdu 610065, China)

Abstract: The control flow integrity (CFI) strategy can effectively defend against control flow hijacking
attacks, but the complex control flow graph construction makes the actual deployment of this strategy
very difficult. In order to solve the problem,a method is proposed to detect control flow hijacking at-
tacks by identifying abnormal program behaviors,and a control flow hijacking attack detection system is
implemented based on this method. The experiment results show that this method can effectively detect
various abnormal program behaviors caused by control flow hijacking attacks; the attack detection sys-
tem works well and can be easily deployed in the actual application environment.
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Fig. 1 Flow chart of control flow hijacking attack
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Tab. 1 Experimental environment configuration

ER s TN B
Qb PR Intel(R) Xeon(R) E3-1230 @3. 40GHz
WAF 8 GB
wEA: 1000 GB
BERS Windows7 spl 64-bit
IR EE VMware Pro 12.5. 9
i TR Pin-2. 14-71313-msvcl0-windows
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BT 26 A~ F S0 T AT D BRI I 36 2 Y 1) 4
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bat Reader.I1E 2. IR F] FHHEAR F TR IE T ex-
ploit-db fl metasploit. HARKMZEH a5k 2 pros.

CVE-2012-0158 J& £t %) & H X fF Microsoft
office word 2007 28 8l , 12 I i A1) H AR T i3
ASLR 4y msxml5. dIl # Bk 45 4 81d DEP
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5 CVE-2012-0158 AL #1772,

CVE-2010-1797 J& %t %} PDF [} i3 %% Foxit
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FIHHARAT S8 i 5% 1 e T 250 DA 2 N A7
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Tab. 2 Real sample detection result
i 45 SRS L e

EDB-ID-40018 vuplayer. exe+0x539da ret rop AT
EDB-1D-42918 qtguid. dll+0x16677a jmp esp AT
EDB-1D-44382 faleemi. exe+0x1425 ret c5:0x7a424161
EDB-1D-44423 goldware. exe+0x2d0011 ret 5. seh FRIAT
EDB-1D-44455 libdsm. dll+0x{5{8 mov edx,dword ptr [ecx] ¢5:0x43434343
EDB-1D-44516 r. dll4+0x175c1 ret c5:0x41414141
EDB-1D-44828 zip-n-god9old. exe+0x4c70 ret 5. seh FRIAT
EDB-1D-44903 audiograbber. exe+0x11d9d0 mov ecx,dword ptr [ edx-8] ¢5:0x 3f3f3f37
EDB-1D-45142 weddingslideshowstudio. exe+0x373c9 call esi handler:0x41414141
EDB-1D-45176 ismartviewpro. exe+0x141e ret ¢5:0x42424242

CVE-2008-0015 msvidctl. dlI-+0x2d5a8

CVE-2009-0075 mshtml. dll-+0x699ch

CVE-2009-2655 mshtml. dll+0xc1b97

CVE-2009-4324 multimedia. api+0x42{8b

CVE-2010-0187 flash. ocx+0x2b064

CVE-2010-0188

acroform. api+0x4b5a5d
CVE-2010-0806
CVE-2010-1797
CVE-2010-2883
CVE-2011-0611
CVE-2012-0158
CVE-2015-1641
CVE-2015-2510
CVE-2015-2521
CVE-2018-7886
CVE-2010-3333

jscript., dll4+0x1b746
foxit reader. exe+0x251150

icucnv36. dll+0x2a715
authplay. dll+0x1439d9
mscomctl. ocx+0x3c30

wwlib. dll4-0x9d30

ogl. dll+0x8{14

excel. exe+0x51221
qt5core. dll+0x18a7b
msver80. dll+-0x14d3a

rep movs dword ptr es;[ edi|,dword ptr ds; [esi |

cmp dword ptr [ebx+8], esi handler: 0x0c0cOcOc

call dword ptr [ecx+0x4 ] ¢5:0x0
mov edx,dword ptr [edi] ¢5:0x0
call dword ptr [edx+0x4 ] AT
mov dl, byte ptr [esi+eax ¢5:0x15555000
ret rop
call dword ptr [ecx+0x8] ¢5:0x40235093
ret c5.seh FRPAT
ret ¢5:0x0
call dword ptr [edx+0x8] 5:0x64004020
jmp esp AT
mov esi,dword ptr ds; [ ecx] ¢5:0x7¢38bd50
movzx edx, byte ptr ds;[ eax+0x1] c5:0x7b19617a
mov eax,dword ptr ds;[ edx ] 5 : OxILfff
jmp esp AT

handler;0x78812890
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