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Research on consensus optimization of trusted incentive algorithm
forblockchain mobile nodes
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(Faculty of Information Engineering and Automation, Kunming University of Science and

Technology, Kunming 650500, China)

Abstract; When applying blockchain in the Internet of things with mobile nodes, these nodes are called
blockchain mobile nodes. Blockchain mobile nodes have problems such as short communication connec-
tion time, insufficient computing power and storage capacity, resulting in low security and throughput
when the network reaches a consensus. To tackle these drawbacks, a trusted incentive algorithm is pro-
posed to optimize the consensus process. First the blockchain mobile node receives the information re-
quired by the consensus and completes the initialization. Secondly, each blockchain mobile node gener-
ates a decision block, which contains the voting result of the verification message, its own credibility
factor and the generation time of the decision block. A relay node is selected from the cluster composed
of adjacent blockchain mobile nodes by the decision block. The relay node propagates the verification
message to the next cluster and the generated blocks are stored in the edge server. One relay is one hop,
the consensus is completed when the number of hops is greater than the network threshold number of

hops. Finally, the network rewards or punishes the nodes according to the incentive mechanism, and
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updates the behavior identifications of the nodes according to the incentive situation, the behavior identi-

fications is then fed back to the consensus. The simulation results show that compared with the POET

and POS algorithms applied in the same network, the trusted incentive algorithm can effectively reduce

the verification failure rate of verification messages and improve the consensus security under the condi-

tion of ensuring a certain throughput. It is more suitable for the Internet of things with mobile nodes.

Keywords: Mobile node; Decision block; Reliability facto; Consensus algorithm; Throughput; Security
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Fig. 1 Blockchain mobile node model

HEK & K BRI I S —E Y
BT, 15 e 55 S SO S A2 4 9 A (R
I AL A 1 e A R B 251 R AR e U 2]
A BRI S HE BB — 1
TR SRS RIS RS 3 KUA R 22 A B S R
7 BIAT R BRIR P2 TR AR O A 1
(ELZEE 000 25 B (ELR A 72 e P s S 10 D

062004-2



% 644 x|

Z, F. TREBBL RN R RESH T S ERETFR

%59 &

7 BB AT L bl 20 5 I 5505 98 30 DR 365 107 10 246 264 F 5
R A1 R AT A X HBE 9 Pk
PO 2l s 2Lk » R EL AU ) S A2 0 A AR
HE AR AT T kY g RS AT S 42 i
T A R R B R AR T E
T R IR A i ]« = A 3 A TR SR AR

BT R 7 A AR L Ik 55 25 .
By S — Bk E BB hop . 2 hop
KT 1 UEWTIH AR AR R 2 SRR

FE Bl mad T A DX HRBE R 45 AR L T
ERALHAE A — X AR IR AT R AR I E (5. 5]
ATTE R 7 e 2 ) v 4805 i B e AR 15 18
JRCEE  BEAE 1Y 1R 2l I S e A 6 0 R, ELAE TR 5
BT — A —Z2 AL
2.2 RREEBHTRLIRHMERE

DX BREERS 217 I AR N 2 B 3
A2 T R B e AT AR AL - PR R R T B
SHETH R 9 Bl B S AR T R Ak
SR I E] 7 e 5 SR AR FELAY 19 1 LU

gz e RN SRR ENSN (P P S T R EESY

Kk BN, B {5 N T R 2m R & % 7 Ak
J5 Z A1 A 38 5t T A5 P 8 3R s 1 I R A
b, 2 CHEBS IR D Sk 3RoR 19757 55 8 k% I i #E
BIR AR B 1 s A% 4 1) B A%,
T S HEZR T 5 s e 2098 8 2138 PR ) B ] s
s T=0,+ Atsty SEFURHE BN K7 #8080 4
WCEN AR A] , Ar S 1k AR S 4 A TR B3R LAY
S s SO AN TR Ak S 2 A R /N B R
di s DI JEAE T W20 80 A — Bk 4k 35 5 /Y
B KT din MER. R, 2R (D). FR A i
EE 5T MR L (SINRY Y R 2 K D 1y
Fe R

R, =R(SINR?) « Df (D
W= (2) Pes bz s I] <, 6 295040 A, H A&
SRy L BT A A TR — B A i s 7 A 4 KL
T, LA AT 0 R # 2 oK DL« BN
SR R T AR DSy UL 7, B B BR AR BR
HKaisbis a;sb; ZAEH TS5 800H E T 2 T
SATARR IR R L BEARIE 3 KA L T (5 I
T T RERE A T AR R IR 4 2k AL

v ~pla; b)) (2)

DURRRAUR i) L R 55 Ao 8 Ao 8 32

WERMER LA y
5 01 2 BT
A

v
DXHBER Bl 15 1)< - - - -0 Z IS5 A B S 4L

X RUE T S B SE

f@ﬁ%Hﬁmwh

T
AT | | R
D e e e it el
R=REFHIL 7 T
Wk He<e | [BORRERT T
SRR 7 HFRIR
P K )
i TS
ETEE
i di] K et
SR

A2 R4tz Etis

Fig. 2 Blockchain mobile node consensus process
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