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Covert timing channel detection method based on
grayscale image transformation

CHEN Hong-Lii'» WANG Shi-Rui*, LI Feng', WANG Jun-Feng'
(1. College of Computer Science (College of Software), Sichuan University, Chengdu 610065, China;

2. National Industrial Information Security Development Research Center, Beijing 100040, China)

Abstract; Network covert timing channel is a highly concealed method of information leakage. As the
main communication method of APT attack, it poses a great threat to network security. The current de-
tection methods for covert channel are insufficient generality, have high false detection rate, and manual
extraction of features is time-consuming. This paper proposes a detection method based on grayscale im-
age transformation. This method normalizes the inter-arrival time sequence of packets, and converts
them into pixel values, and then converts into a grayscale image, thereby transforming a problem of one-
dimensional sequence classification into a problem of two-dimensional image classification. The authors
use the Convolutional Neural Networks to automatically acquire image features, and use the Convolu-
tional Block Attention Module to optimize the feature adaptively from two dimensions of space and chan-
nel. The authors train the network with the data set composed of legitimate traffic and covert channel
traffic, and the obtained binary classifier can be used to judge whether the detected traffic is covert tim-
ing channel traffic. Finally, the proposed approach is compared with the four existing detection meth-

ods. The experimental results show that the proposed method has higher precision and recall rate, and the pro-
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posed model has better generality and lower false detection rate.

Keywords: Covert timing channel; Grayscale image; Convolutional neural network; Attention
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Fig. 1 Covert timing channel detection method framework based on grayscale image transformation
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Fig. 4 Precision of covert channel detection
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Fig. 5 Recall of covert channel detection
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Fig. 7 Rate of false positive of covert channel detection
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Tab. 5 Accuracy comparison with baseline method

Aeeuracy
Method
BER/% GAS/% CAB/% ZAN/ %
Baseline(1-D CNN) 94.1(0.016) 93.1¢0.011) 85.5(0.026) 90. 9(€0. 049)
2-D CNN 94. 6(0. 027) 93.5(0.018) 87.5(0.029) 91. 8(0.012)
2-D CNN+CBAM 95. 8(0.019) 94.6(0.018) 88.3(0.22) 92.3(0.007)
F6 MELFENBEIRITILER
Tab. 6 Recall comparison with baseline method
Recall
Method
BER/ % GAS/% CAB/% ZAN/ %
Baseline(1-D CNN) 94. 5(0.007) 97.0(1. 18e-16) 77.4(0.053) 88. 7(0.107)
2-D CNN 96. 6(0.037) 97.4(0.010) 87.3(0.065) 96.5(0.031)
2-D CNN+CBAM 98. 3(0. 036) 97.6(0. 008) 99. 9(0. 022) 97.6(0.011D)
®7T MELFEN F1 SHXIEER
Tab. 7 Fl-score comparison with baseline method
Fl-score
Method
BER/% GAS/ % CAB/% ZAN/ %
Baseline(1-D CNN) 94.1(0.015) 93.6(0. 012) 84.1(0. 032) 90. 6(0. 058)
2-D CNN 94, 7¢0.027) 93. 6(0. 014) 87.5(0. 036) 92.1¢0.011)
2-D CNN+CBAM 96. 0¢0. 018) 95.0€0. 018) 88.4(0.019) 92.7(0.007)
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