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Research on application system log anomaly
detection based on federated transfer learning

ZENG Min-Chuan ,» FANG Yong , XU Yi-Jia
(School of Cyber Science and Engineering, Sichuan University, Chengdu 610065, China)

Abstract; Significant progress has been made in the research of log anomaly detection. However, two
challenges still exist in reality. Firstly, log data is often stored on different servers, creating "data
islands", the number of abnormal samples in the log data of a single company or organization is insuffi-
cient and the abnormal patterns are relatively limited, it is a challenge to train a detection model with
high accuracy through these data. Integrating log data from different sources can improve the model's
performance but may result in log data leakage during transmission; Secondly, the log data of different
application system types varies in log structure and syntax, and simple integration for training models is
ineffective. To address these issues, this paper proposes a log anomaly detection training framework
called LLogFTL based on federated transfer learning, which uses federated learning algorithm based on
matching average. On the premise of ensuring the privacy and security of the client's data, LogFTL ag-

gregates the model parameters of the client on the server side to form a global model which is then dis-
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tributed to the client side. Using the client’s local data, the LogFTL framework migrates and learns to

optimize the client’s local model and the detection effect of local log data is improved. The experiment

resluts show that the LogFTL framework proposed in this paper outperforms traditional log anomaly de-

tection methods in federated learning scenarios, and demonstrate the transfer learning effectiveness of

LogFTL.

Keywords: LLog anomaly detection; Federal learning; Transfer learning; LSTM; Data islands
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Fig. 1 Log anomaly detection framework based on
federated transfer learning
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Fig. 3 Transfer learning process based on LSTM
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Tab. 3 The detection results of different client models
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Fig. 4 The detection results of different methods on

Server dataset
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Tab.5 The evaluation results of transfer learning

& PS4 TR LogFTL/% LogFTL-NoTransfer/ %
C 90. 72 85. 67
Cs 88. 60 86. 05
>3 86. 42 82. 47
Cy 92. 80 87.41
Cs 91. 57 83. 38
Cs 90. 26 86. 91
5 & i

Ao T A H SR S A R A A Y
B RAMH S XURSE - $12 1 1 — ik TR RS 25 ) B 1
MRS HER S W Rk, 25k & TR
ICIC M 28 F LRI, FERIES 5 2 Bl B AL Y
AR T ol O 2 A HESR A ke T H AR i Kk
P A ) FEURIAS [R) 3 2R G 26 H S OS540 R
L2 5 L R AL AL 2 2T 7 1k g DRk =~
A JR R R AR M Ak I A R B AR B S 0. FRAT T A
PR ER T BEAT T 2 5t S5 kW] T Log-
FTL Ik kIR T i 75 T - AU f b 1
BRI BE » 10 RE RS PR UL REURA TN B30 1) 24 2.

SE

[1] Chen]J, Zhang S, He X, et al. How incidental are
the incidents?: characterizing and prioritizing inci-
dents for largescale online service systems [C]//
Proceedings of the 35 th IEEE/ACM International
Conference on Automated Soft-ware Engineering.
New York: ACM, 2020. 373.

(2] SRR, XUiar. B 55 BT H RS R
HRZEAR [T]. M 5F B 242, 2020, 6 1.

(3] s, #pete, sk, %, 2T Git HEM BB
T A ATHESR LT ], AR A2 40 B2 R, 2022,
60 135.

[4] Xu W, Huang L, Fox A, et al. Detecting large-
scale system problems by mining console logs [C]//
Proceedings of the ACM SIGOPS 22nd Symposium

7]

(8]

[9]

[10]

[11]

[12]

[13]

[14]

[15]

033002-7

ACM, 2009: 117.
Du M, Li F, Zheng G, et al. Deeplog: Anomaly
detection and diagnosis from system logs through
deep learning [ C]//Proceedings of the 2017 ACM
SIGSAC Conference on Computer and Communica-
tions Security. New York: ACM, 2017. 1285.
Karun A K, Chitharanjan K. A review on ha-
doop——HDEFS infrastructure extensions [ C]//
Proceedings of the 2013 IEEE Conference on Infor-
mation &. Communication Technologies. Thucka-
lay: IEEE, 2013. 132.
Chen R, Zhang S, Li D, et al. Logtransfer: Cross-
system log anomaly detection for software systems
with transfer learning [ C]//Proceedings of the 2020
IEEE 31st Internation-al Symposium on Software
Reliability Engineering. Coimbra: IEEE, 2020 37.
Wang H, Yurochkin M, Sun Y. et al. Federated
learning with matched averaging [ EB/OL]. [2022-
02-157]. https://arxiv. org/pdf/2002. 06440. pdf.
He S, Zhu J, He P, et al. Experience report: Sys-
tem log analysis for anomaly detection [ C]//2016
IEEE 27th International Symposium on Software
Reliability Engineering. Ottawa: IEEE, 2016, 207.
ZhuJ, He S, Liu J, et al. Tools and benchmarks
for autom-ated log parsing [ C]//Proceedings of the
2019 IEEE/ACM 41st International Conference on
Software Engineering in
Practice. Montreal: IEEE, 2019. 121.
He P, Zhu J, Zheng Z, et al. Drain: an online log
parsing approach with fixed depth tree [ C]//Pro-

Software Engineering:

ceedings of the 2017 IEEE International Conference
on Web Services. Montreal: IEEE, 2017 33.

=77, BAR BT HLE A S 0 B AR R R 2R R
(PRGN . 2022, 31: 57

Chen M, Zheng A X. Lloyd J, et al. Failure diag-
nosis using decision trees [ C]//Proceedings of the
International Conference on Autonomic Computing.
New York: IEEE, 2004. 36.

Liang Y, Zhang Y, Xiong H, et al. Failure predic-
tion in ib-m bluegene/l1 event logs [ C]//Proceedings
of the 7 th IEEE International Conference on Data
Mining. Omaha: IEEE, 2007 583.

Lin Q, Zhang H, Lou J G, et al. Log clustering
based problem identification for online service sys-
tems [ C |//Proceedings of the 2016 IEEE/ACM
38th International Conference on Software Engineer-

ing Companion. Austin Texas: ACM, 2016 102.



# 60 %

W)l K3

FRCH A F RO

%34

[16]

[17]

[18]

[19]

Zhang X, Xu Y, Lin Q, et al. Robust log-based a-
nomaly detection on unstable log data [ C]//Pro-
ceedings of the 2019 27th ACM Joint Meeting on
European Software Engineering Conference and
Symposium on the Foundations of Software Engi-
neering. Tallinn Estonia: ACM, 2019. 807.

Meng W, Liu Y, Zhu Y, et al.

supervised detection of sequential and quantitative a-

LogAnomaly: Un-

nomalies in unstructured logs [ C]//Proceedings of
the 2019 International Joint Conferences on Artifi-
cial Intelligence. Macao: 1JCAI, 2019. 4739.
Konecny ], McMahan H B, Ramage D, ez al. Fed-
erated optimization: Distributed machine learning
for on-device intelligence [ EB/OL]. [ 2016-08-08 ].
https://arxiv. org/pdf/1610. 02527. pdf.

Guo Y, WuY, Zhu Y, etal. Anomaly detection u-

sing distributed log data: a lightweight federated

[20]

[21]

[22]

learning approach [ C]//Proceedings of the 2021 In-
ternational Joint Conference on Neural Networks
(IJCNN). Shenzhen: IEEE, 2021: 1.

Xu W, Huang L, Fox A, et al.
problem detection by mining patterns of console logs
[C1//Proceedings of the 9 th IEEE International
IEEE,

Online system

Conference on Data Mining. [ S. L :
2009 588.

Mikolov T, Chen K, Corrado G, et al. Efficient es-
timation of word representations in vector space
[EB/OL]. [2013-06-16]. https://arxiv. org/pdf/
1301. 3781. pdf.

Wang J, Tang Y, He S, ez al.

gEvent-to-vector based anomaly detection for large-

LogEvent2vec: Lo-

scale logs in internet of things [J]. Sensors, 2020,
20 2451.

e e e e e e e e i S S S S S S S S M S S s s s ]

} 3| AATiEst
tobosc, MBI, B VESE. TR MR RS

+

t 2023, 60: 033002.

t

H S s ) ], I et H%ﬂMm,i

j. P& . Zeng M C, Fang Y, Xu Y J. Research on application system log anomaly detection based on federated transfer +

+ learning [ J]. J Sichuan Univ; Nat Sci Ed, 2023, 60; 033002.

4

e en e en e e oo e e s s s s on e on et e et s s e e on e en e s et

033002-8





