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Research on Collision-Free grey box fuzzing method

WANG Song , FANG Yong ., JIA Peng
(School of Cyber Science and Engineering, Sichuan University, Chengdu 610065, China)

Abstract: Grey-box fuzzing technology has been proved to be an efficient and practical vulnerability min-
ing technology. It is widely used in the field of vulnerability mining, and many high-risk vulnerabilities
are found through grey-box fuzzing. American Fuzzy Lop(AFL) is a classic representative of grey-box
fuzzing and many subsequent grey-box fuzzing are improved on the basis of AFL according to different
conditions but AFL still faces certain issues. AFL uses random numbers to represent instrumentation
points when performing instrumentation on target program, the random numbers of the two instrumen-
tation points are used to perform the XOR operation in the testing process, and the result is used to re-
present an edge. This method can lead to HASH collision problems when performing edge statistics,
which decreases the probability of discovering new edges and affects AFL’s vulnerability mining efficien-
cy. especially for larger code sizes. . In this paper, by improving the way of assembly-level instrumenta-
tion, the basic block-sensitive instrumentation is changed to branch-sensitive instrumentation, so that
the control flow graph of the program is changed into a binary tree form, and non-random numbers are
used to mark each instrumentation point, which is relatively well solved the problem of HASH collision.

Experiments show that the propsosed method is effective, and since the improvement is transparent to
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the upper layer, it can be applied to various AFL-based grey-box fuzzing tools, thereby improving the

efficiency of the fuzzing test.

Keywords: Grey-box fuzzing; AFL; Instrumentation; HASH collision; Basic block; Branch sensitive
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Relationship between program size and overall col-

Tab. 1

lision rate
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50 000 15 019. 37 30. 04
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Tab. 2 Relationship between program size and single new
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Fig. 3 Basicblock sensitive instrumention

BRI IRAL 2 227 e — BE 2 A . ] LLKE
BB T SR AR I SRS L IR A0 22 AT Y
FAE S DR DA et i U R 8 A [ A R
WNIEL 4 Fr7R. A L Al LA BAR TR )RR P 454
TEALZE i (B, C I 0 28 550 AL A PR IE ) B2 P
TV BT b 30 T e 42 9 A=A AR

SR 2 T SRR B H7 AP SRS i o T AR AR T
ST BRIk 3k 2R 28 i HEAT AL 4K B 0 S
(BEFE 4 FAR ) BEATHRAE R AT (T SE B AL
I AT » AR s 5 R A5 BN j2 AT )7
A B S0 SRR U PRI RT BE  IXREA I AR T

A SRR A SRS L B — S BE S R
S0 U PRI T RE L XS SR e ik A
A 2O H A AE T RT L G A R X IR) R,
P 57,

EDGE: {AD, AE:-+}

B4 5 FACR A T

Fig. 4 Branch sensitive instrumention

|
—

—r

-
_~

EDGE: {OA, OB, AC, AD--+}

A5 ATo Mk
Fig. 5 Branch sensitive binary tree structure

TSRS BT pRIBR Sk IX 2 00 22 s AR AV, DU W] i
HH B e Rk e 21 221 pR B B B0 CRI— A
(I SR A 2RI AR | 1 BURE ST 3 B AR L X
Tl 00T FRATE A 45 ) 32 L B T 4 SRR R AV 4
WE L ZA3 2 K R EOC FINME BT ER N AR R
1M G 5 DA St » AniEl 6 Fr .
3.2 SETRIRFHE

SR T £ B ) 4% 73 S BEA TR AR I - BT
1 IR MU S BT B L SRR AT L ke £ B
BV BT st RS2 P B AL SO ) i 3 250 ) il 4 (1>
ATR) AT A5 it AL 450 ) o 228 1 S 350 7R mT BE A
() + ELASAN B A58 LA P A AT LR B
3.3 FRESENEABESRITHE

SR FHE T3 S HUR A S E SR i PP
S SURSEE A BB — Ak A S Ak R A I AT
RE. Al LUE YR — 2 N AR T % — & P I )
T 5 R 28 Y SE AR IR, S TS R S A O =0k
FIRIA.

Be SRR P I A B 64 kB [ trace_bits

033004-4



% 34 z

A, F . RARSE R S K T kAR

60 %

WA Kol 128 kB, Rt A ] AEYE h 65 536 47
k65 536 X2 k. FRMAINGEY 5 — A B4 edgein-
formation, B 1915 B 240, Jo/N R 65 536X 2X 2
byte=256 kB, It L 22 77 k7N h 384 kB. 7858
THI I SR 4 5 459 55005 B DX 43 G 25340 1)
AN W 7 fiR.

— e
BTV
esen

v

EDGE:{AB, AC, AD, AE--+}

B 6 KA B R AR

Fig. 6 Function header instrumention causes path explosion

|
 Cmoe
AFL:

edgel=(0x000A>>1) XOR Ox000B trace_bits[edgel]++
edge2=(0x000A>>1) XOR 0x000C trace_bits[edge2]++
byte trace_bits[65536] 64 kB

BGETTk
Edgelnformation[0x000A][0x00]=0x000B
Edgelnformation[0x000A][0x01]=0x000C
word Edgelnformation[65536][2] 256 kB
trace_bits[OXO00A][0]++
trace_bits[OXO00A][1]++

byte trace bits[65536][2] 128 kB

B 7 #E%itsiEsdk
Fig. 7 Comparison of old and new statistical methods
BRI Sk D ey T ik A 30 i P U BB A (trace_bits)
Hudik BSR4 Fe-HES S B ATE X b i b 45 R
I R AR A5 HEA TR0 L RIRT . et s i 5 v
D) 5 AR T 53 PO 00 1 5 S5 e A 8 B ]

CRIRKE = SR 8 22 A7 43 G 7 B A A RD
RO S A AR AR T o B LA 2 A 52 B A A
FC R AR AN 8 R,

Instrument Code

BI—#fR29 Prebranch_Num 4Bi#EsT/9Curbranch_Num

IF Edge=Prebranch_Num-XXX\FHIL

Then {25 Curbranch_NumgPrebranch_NumfI G
Edge=Prebranch_Num-Curbranch_Num#peRE01

Else IF Curbranch_NumiZPrebranch_NumfZEfS4T5 st
Edge=Prebranch_Num-Curbranch_Num#&s=REI01

Else Curbranch_Num#4$ARPrebranch_NumfAS4TS m
i2@&Curbranch_Num:gPrebranch_NumfIGa 4TI st
Edge=Prebranch_Num-Curbranch_Num#pHREIN1

LNV A WN PR

B8 %t RIARBRHNRD

Fig. 8 Statistical function flow pseudo code
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Tab. 3 Comparison of experimental results
HUFGOES TH SRR Xt e MR F5L pog:d AR 0 1A Xt e
AFL 1993 771 216
Libelfmaster elfparse. ¢ +3.2% +8.1% +2.3%
NHFuzz 2058 834 221
AFL 5027 3173 25
Libxml2 paser. ¢ +5.2% +4.5% +16%
NHFuzz 5291 3316 29
AFL 6916 4107 198
Libxml2 xmllint. ¢ +6.1% +5.1% +9.1%
NHFuzz 7335 4318 216
AFL 7553 1543 7
Binutils 2. 30 nm-new +8.3% +9.6% +14.3%
NHFuzz 8182 1692 8
AFL 10 485 379 46
Ntpq 4. 2. 2 +9.7% +8.9% +15.2%
NHFuzz 11 509 413 53
AFL 17 039 5846 95
Libexif 0. 6. 22 +16. 3% +14.5% +18.9%
NHFuzz 19 817 6697 113
AFL 18 539 3367 127
LIEF 0.12. 3 +14. 8% +15.1% +14.1%
NHFuzz 21 284 3874 145
AFL 16 884 137 13
Sendmail 8. 8. 0 +13.0% +13.8% +23%
NHFuzz 19 078 156 16
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