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Abstract: In order to reduce the loss caused by the attack of ransomware, this paper proposed a frame-
work (Anti-Ransomware System, ARS) based on the family characteristics and the traditional malicious
code detection technology. Specifically, a method is proposed to detect ransomware based on file behav-
ior statistics. It uses the minifilter to collect the file behavior information of benign and ransomware as
train set, and uses a variety of supervised classification algorithms to train classifier for run-time detec-
tion. Then, the copy-on-write technology is utilized to dynamically backup modified files in the program
at runtime, and the detection results are used to determine whether to restore files. Finally, a prototype
system is developed and tested. The results show that, under the premise of ensuring the security of the
data file, the ARS framework can effectively prevent the ransomware attack and reduce the harm of ran-
somware,

Keywords: Ransomware; File behavior; Proactive defense; Classification; Minifilter

WeFE B HA: 2020-07-14

EE&UIH: BRI (2017YFB0802900)

EE B W A995—), J, e A, WA, A58 1) R A A
BIMIEE : K%, E-mail: zhanglei2018@scu. edu. cn

023001-1



% 58 &

W K FFIRCH RFF O

%28

1 5 §

RPN — Ml B FEE R RS
KB4 IR BUR 25 10 B B AR Rt
SN2 FH B R s ™ A I X
KIGH BRI —Fh LT, QTG A S0 B
T it

BT R R U s Brewer 4 8 28 it
X530 5 BB AR GY L BAT VIR &y BT
s Fa A I 10000 A >k 8 2R AR ik g s T
i, B B R Kharraz 2538 13 % 2006 4E |
2014 AFEH LAY 1 359 IR KAFEA S B A B, )
TIN5 IEH R AF U710 U R GEmiE K 7 0 i
ERANTA] AT D i WA — SE AU PR A S S R B
I 2R AR . Luo S84 H 3l i BvE All 2e 248
PR WS S 3 = ol 3 22 4 TR g el 2D ) R A
i H IR B AR JZ 1 2 1 g ok %257 Andronio
Wit Heldroid RGEFE L 57 1 529 2 A
R o 3 2 W 45 A SN 1) R e S & A5 Bk
TR 2R A5 S AR A S IR Sz 17 i
Do) £ 9 2t Y ) SCARR B X I SOAE B AT A 4R
T AL EE T B2 T PR HUE 2 AF B AR AE, R
TXLEAPAR SR AGH TN 90 2R A L BT 5 T R G X L6 4 i
RA 5 ¥ £E 5. Cabaj 2%} CryptoWall #1 Locky
RN F R REA HTTP 508800015 . 32 1
i FH HTTP Ji s R AR P25 4T ok 1 in 2 25
R T SDN S A Pes 460 R 45, (H
FEARUEWZ T 15 02 75 R A RIOR: I A 2308 2R A
Moore 44 i 1) FH % i 4 A PR A6 i 39 28 B fF i
Tk WA T SO R R A S R A R
RSAFAER R TR AR . B I A5 ) [ A 45 1Y)
BI B A S 1P [ 285 A7 15 28 500 AR i 6 587 A&
U7 3 [RTAC 46 O W R A T A M A . Lee S 1R3T
ST = F A1 CloudRPS 81804 i i 2 5t »
T I S WA R 2% SRR IR 55 7 S A A T 2R
AT S eI PR A i 2 AR e 3 I e
Kim B —Fpah G4k 2 TR S 10 8 R 446
ARG RE T S S M sh S 4REY . Kharraz %5
FEC A WSS L 38 2k W SO R G035 3l S b
(AR Ak ) FH SCAS 53 B B A PR A ) 4y 2% 1k %
it 7 UNVEIL AZh R4, LRk iz 25 A
B2 VR A U 23R AR P I B 3k R s A 4
LTI X APT AR I i EHLS & B ik, i
FHAE B2 2 -BEAL AR 178 B AR 7325, 1% 07 i

[l P F 8 R R Scaife 555 14 AR
JBE 496 BN R FRAAEA AT 04T G5 3 R B
G R FLhn s P SR —A47 20 . et LU P
B by v 1 R A £ B B R 5 Crypto-
Drop, {H1% Z 5t 23 i BB 4 SO 0. 8k, -
TR 5 R R IE A 11 T =T B AR X NS L
i hnse GRS NG Jn R S S RO R
A M % s A T A AT R IE N T
BB AAOERIN s VR I R G TR AR, Mm%
PREICNBE A BUE T F A i Bk R B R Ak 4
TR

5 B3R TAERRE AT — LT S04 h
P8R KA E BB R ——ARS, WE B 5 U1
ARG BRI 2585 kWit RA AR E
A B ) R 2 5 A ) R R A R P S 3 i BIK 5
ARG FEF e T B g ko S, BERE A 250
o D A8y 2 R 1t e 7 Lk 8 R R AE AT I R Y S
LB ) S 2R R AN ) 2R AR A R
W TC T 5 8 B T R SR B ) R A AT s Rl B AN
3 3 AR 398 1) 19 T ORI N 8 1) ST A
U R I 2 AT IHRRAE L BERE AE B R I8 1 790
SOIBH b AR ST A P SO RO . BT
YEFI DTS LR JL 5 I

(D) $1—FhFE T2 17 B SO M B R 4R
PF BB AESL. B X 8y B B A [ 8L, E A
SERACIS 207 kB Bl 32 (Copy-On-Wrrite,
COWHARB G & » 32 th — P B s T 43 2
J7 1 A AE S, 1% 22 50 0] LR 8 R A1k S kA7
SRR A B 2 A FE ARG IR U, AR e R AR
BNASTEHAT R H AR,

(2) 6 AR F ) 2 B4 7 18T ARS 3 i SC
PEAT SRR AE A ARG TR U], AR P32 47 B 3ot [
(97 AR BOCCAT MRFE 5 22 1T A BN 284 7D L
K 2 53 Bagging J7 20 S HF I fE AL SVM, 2
Febt DT AN DL NB LR BEAL ARk RE 55k
VE MG S AR B i T 28085 DU I % AR Ty
ST AR AT

(3) ISP ARS B R 48 51 0 47 30T
Al s B SO DR IR Bl 48 0 B2 P AE B A T BB B ST
1, BEAS K R[] V8 8 3 AR A % S IR 45 A« AR A
TR 235 S 1 DRI 2 5 30 I S A 5 BIef ARl 45 2+ 3 e
A RS ER ARG S P IER
A SCAFBRAE S BTG T R A A0y 28 R AP s o e 3 ) 4
B T A FE R KA 2 47 B BekG I L A A JLAS

023001-2



%24

w4, F. ARS: AT XUHAT A kBN LB BB ARTR

% 58 &

Windows PIAZHRE L, AN B0 R0 465 v 5 T He
BB HA A BRI IEAT RN HESR Ak
HA R8T SR, NS SRR, ARS BRI% A AL
R R EKAF S FFIKIZ BB S B R GER
AL

2 BETXHITHNSRRGEEND
fEIHESR

2.1 # i
T8 R 5 TE W AR SO T R AE

AAE2E 5 ARS 38 33 SCOF 8 ARk Sl ke W 647
FRAE S FEXTRRAE AR 547 05— fL A 3, DT S B 43 2
A irE A 2R F DUHT 4328 SRR | S 4 )
HURIBEATLAR AR S 22 Fh B e E A TR AE 27 20 I A i)
FIRAFREI 43285 I FH B 3B A i Oy =R i &
AR A o RIS AE 0 SO 2 i g R I 3, H AR
R PAT ISR H COW H AR -

ARS F B HHESE B =3R4 4 R )
AT R HRIN 27 2 B e | = By B AR B R SC A R 3 A
P BARBORHER N 1 FiR.

L CAREET

1

—

| 47 FEAESR R FEIESEHL |
I

e T

| IEFRRPARAE || MR |

| % Pl YIZAE I

| I

—_ - — — 4

)j
i iﬁ
Hhe FHIES: 2] |

AEFEHR

I
I
I
| Ccrrinss
I
I
I

-
BB
RN & 1 —L>

— | Ii
HHS Y /‘A) Lyins; afe Drive
S O 1 g i

A1 RTSHATHG SRS M4 2 HER

Fg. 1 Ransomware active defense framework based on file behavior
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Tab. 1 File operation feature item
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Fig. 3 Core density map of ransomware and normal software behavior characteristics
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Tab. 3 Ransomware sample distribution and feature record
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Fig. 6 Document behavior record
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10-fold ROC curve of detection classification results
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