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Abstract: Tactics, Techniques and Procedures (TTPs) analysis in Cyber Threat Intelligence (CTD ,is a
key technique for cyberattack traceability which providing a global view of cyberattack events and revea-
ling system weaknesses. Existing TTPs classification schemes are poorly and unevenly oriented to ab-
stract language environments. In this paper, we propose a multi-label deep learning model based on as-
sociation enhancement: RENet, which classifies tactics and techniques by using a multi-label classifier
that combines contextual information and multiple word meanings, and enhances technique classification
by transferring the classification results of the original tactics through a conditional transfer matrix from
tactics to techniques. Experiments show that RENet has more accurate classification results of tactics
and techniques with faster convergence than other classification models. The F1 scores of RENet for
techniques and tactics classification are 4. 62% and 0. 78% higher than the best existing models on the
English dataset, and 3. 95% and 3. 77% higher on the Chinese dataset, respectively.
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Fig. 1 RENet network structure and mathematical ex-
pression correspondence
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Tab.1 An instance of some examples to explain T1548. 002

given by the website of Mitre ATT&.CK framework

HARZ R ik F Pk
FHAID T1548. 002
N : https://attack. mitre. org/versions/v8/tech-
HOARAE niques/T1548/002/
34 2451

BU G TN (35

APT29 APT29 has bypassed UAC.
APT37 has a function in the initial dropper to
APT37 bypass Windows UAC in order to execute the

next payload with higher privileges

Autolt backdoor attempts to escalate privileges
Autolt backdoor . -
by bypassing User Access Control.

BlackEnergy attempts to bypass default User
Access Control (UAC) settings by exploiting a

BlackEnergy backward-compatibility setting found in Win-
dows 7 and later.
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BUTLER spectlic 1ool andxxmm 10 bypass or priv
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Tab. 2 Chinese dataset tactics classification results

i Recall/%  Precision/%  Fi/%  Fos/%
rcATT 72. 64 88. 85 79. 93 85. 05
FC-NN 69. 19 82. 65 75. 33 79. 56

TextCNN 77.27 87.93 82. 26 85. 57
BiRNN 77.27 85. 83 81.33 83.97
BiRNN-CNN 73.23 87. 48 79.73 84. 20
TextRCNN 79.17 87.57 83. 16 85.75
0-RENet 84. 97 87. 86 86. 39 87. 27
a-RENet 83. 46 87.32 85. 35 86. 52
la-RENet 84. 34 89.78 86. 98 88. 64

x3 PXHBEERARFEER

Tab. 3 Chinese dataset techniques classification results

A Recall/% Precision/% F/% Fos/%
rcATT 52.99 88. 25 66. 22 77.89
FC-NN 43.05 87.16 57.63 72.34

TextCNN 59. 97 90. 02 71.99 81. 82
BiRNN 62. 99 89. 29 73.87 82.41
BiRNN-CNN 65.11 86. 55 74.31 81. 20
TextRCNN 66. 77 87.01 75. 56 82.03
0-RENet 72. 36 87.09 79. 04 83. 68
a-RENet 72. 36 87.73 79. 30 84. 15
la-RENet 73.26 86. 92 79.51 83.70
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Tab. 4 English dataset tactics classification results

A Recall/% Precision/%  Fi/% Fos/%
rcATT 75.18 90. 12 81.98 86. 68
FC-NN 66. 75 83.59 74.23 79. 58

TextCNN 75.02 86. 65 80. 42 84. 04
BiRNN 73.34 85.61 79. 00 82. 84
BiRNN-CNN 75. 66 83. 89 79.57 82.11
TextRCNN 72.89 84.76 78. 38 82.09
0-RENet 79.73 83. 90 81.76 83.03
a-RENet 80. 57 85. 07 82.76 84.13
la-RENet 79. 21 85. 45 82. 21 84.12
x5 RXHBERARSIEER

Tab. 5 English dataset techniques classification results

il Recall/%  Precision/%  F1/%  Fos5/%
rcATT 44, 31 88. 25 58.99 73. 64
FC-NN 42.01 83.63 55.92 69. 80

TextCNN 48. 60 87. 34 62. 45 75.33
BiRNN 48. 51 86. 75 62. 22 74,94
BiRNN-CNN 52. 94 85. 55 65. 40 76. 16
TextRCNN 53.75 86. 86 66. 41 77.33
0-RENet 62. 06 80. 16 69. 96 75.74
a-RENet 61.97 81.47 70. 40 76. 65
la-RENet 61.70 83.70 71.03 78.13
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Fig. 2 Chinese dataset techniques test set effect within training
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