2022 % 11 A Wl K FF/RCAARFF R Nov. 2022
59 ey Journal of Sichuan University (Natural Science Edition) Vol. 59 No. 6

—HETLERERERN SQL EAWHRNTTE
RO RRA FBOE L A, BRA

CL PR AHREANLBE . AR 6100655 2. PO Tl FLIR B SERE . A#R 610065)

i E. SQL EAZEEIINAZ B ARG B F I A0 5 R ABOR, £ F R K. SQL E
N F A T #S B BOAT R LR B A B N R A TR AT A AR AL R E A
Y%oP W THE A LA SQL ENLEH T A A R A I, TN E F TR %Féﬁvr
FAREAERAZE Y AIFIUA K % SQL EANSCEAN 7 k8 ) A AR T A Fo b Ak iR

Aoy B AR, AF A LR PR, R L LE A e AR A8 & o de SQL AN F 694 5K T — ﬁ'fk
T4k s A ey SQL IEAN S H A MAE SR, ZAER K F TR 4535 S NAL R Fo BE AT 15 i AL fg AT
ATIZAER, AR EEATEEZAMIF G F B E SQL ZALFENMAER (ASDM). A 4
SR T M BIBAEA, F T ARG AE G P oo A e B AR S R R, R A ARG B A
FodF B AR B AL 2 5 1% 3 B ORAFAE S A S AL AR AR B A, 2 R ) K R B R 89 £ 5 R
JG I NEFE W Fo gk £ W &M EAR ] 35 5 )R 2R AR AL AL G S AR I F AR ST 4 AR
oM R R 69 K IE ) LR B AR GR AR . S R A KL R E R EAR L R T
LT AR T Al SQL AL E AN 7 ik A FAR 6 H A8 5 ST AR 45 A0 K 4e SQL iE

AN .
KA. SQL AN Rl A%, & A AU
E 4 HE, TP303 SCHRARIDAD . A DOI. 10.19907/j. 0490-6756. 2022. 062001

A SQL injection attack detection method based on a few abnormal labels
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Abstract; SQL injection attacks would cause significant harm because they can steal or destroy data by
intruding target database. SQL injection attack detection can find out the potential security threat in
time, and it is beneficial to the database security protection. However, in intelligent transportation sys-
tem, due to its internal complexity and the emergence of new varieties of SQL injection attacks, the size
of abnormal samples cannot meet the requirement of machine learning model training. This would carry
a significant risk of model overfitting and performance degradation. In order to solve the problem, a
SQL injection attack detection framework is designed based on bit coding. considering the characteristics
of intelligent transportation systems and SQL injection attacks comprehensively. In the framework, pre-
training word embedding model and parsing of grammatical rules are not needed. Then, a semi-super-

vised SQL injection attack detection model (ASDM) is proposed based on this framework, combined
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with the attention mechanism. In the model, the samples are reconstructed to learn the high-level fea-

tures(such as the central trend and the dispersion degree of the features) and to express the feature pos-

terior distribution and feature deviation. Then, these high-level features are fused with the data coding

features to highlight the differences between different types of data. Finally, the attention mechanism

and residual network are introduced to construct the detector, with the aim of exerting different atten-

tion intensity to the features according to their importance degree and guaranteeing the generalization a-

bility of the model. The experimental results show that the proposed method has better detection per-

formance compared with other SQL injection attack detection methods for the data with unbalanced la-

bels, and can detect unknown SQL injection attacks.
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Fig. 5 Analysis of the influence of the number of abnormal samples on the performance of the model
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