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Research on the classification of cyber threat intelligence techniques and
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Abstract: Among the information contained in cyber threat intelligence, the tactics, techniques, and
procedures (TTPs) associated with cyber attacks are the key information that best portrays organisati-
onal behaviour. However, TTPs information has a high level of abstraction and is often found in cyber
threat intelligence texts with irregular grammatical structures, which makes it difficult for traditional
manual analysis methods and feature engineering-based machine learning methods to quickly and effec-
tively classify TTPs, while the use of a single deep learning feature extractor leads to low accuracy in
TTP classification because it cannot extract the complete neighbourhood features and sequence features
in the text semantics. To address these problems, this paper proposes a deep learning model based on at-

tention mechanism and feature fusion: ACRCNN, for the classification of TTPs and techniques in cyber
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threat intelligence. The model extracts the neighbourhood and sequence information from the cyber
threat intelligence text by convolutional and recurrent neural networks simultaneously, and then com-
pletes deep feature extraction and dimensionality reduction by convolutional and pooling layers to com-
plete feature fusion. Then, feature weighting is completed by the attention layer, and finally the classifi-
cation of tactics and techniques is completed by the fully connected layer. The experimental results show
that ACRCNN performs well in tactical and technical classification tasks, reaching 91. 91% and 83. 86 %
in F; metrics, which are 2. 46% and 4. 94% higher than the existing models.

Keywords: Cyber Threat Intelligence (CTI); Techniques and tactics classification; Deep learning;

Multi-label classification; Attentional mechanism; Feature fusion

1 5 §

Bt P L8 H R A B & i, W48 Bt 47 H
A B, XA N HH S H g™ E i
Hackmageddon 4¢3, X 2021 4E55 —Z F 5k &
AT 713 B g Yo S O HBGESRA A BT
B SR, TN H g AT R 28 e, 24 iR R
2 1 10 T B ) ok ok AR B HE . R
WA R0 5 4 45 2 M 28 Tty R G
EFRA: B R X Sk R e 5k R R R
T S iy 248 W 2 Uil 25 301 Sk 2 B A B R GE
6k PP T o 2 A R0 XT3 b 5 45 25 ) 4% AL e 1Y
SRR AR O 206 T o o o 8 K
FAAF BB E A L S R ORI S R E A
BN o3 B B Ot A7 © 2870 15 21 i 9 28 140
dr s, HHIE R BT M R S#R T A
i P 1 AR A = AL A B e 3. O AT
BT R, FAR M A A SR T AT RE.

P 28 JaS 155 4 R K 2 1 I 2% Jgl A T S iR A T
R =R AR (= g DL G re PSS I N
AT B A3 A7 Ja S BT 9 1 Lol HRE . X2k
Flr FN R Y 32 AR R L 22 R BEHE bR ToCs
(Indicator of Compromises). NZ&fL+E Hash, 1P,
W45 2 s} FHURRE B0l T H DL K TTPs(Tac-
tics. Techniques &. Procedures) {5 H. X rr,
TTPs @Xf Bt py st o7 vk B K B A
JE AR M T AR AR R R SCkC6 ]
Pt R RS L T A I T 1)
TTPs j& Ul # 5 U 19 = AT M AR IR, i
1M1 TTPs REAE 8 1 b 2 i W 26 K0 4728, 4R I
a0 H A5 T B, O 0] R 2% 2 B B

Wit o ) 245 ek 5 24 B ) 4 v DA B o ot 19 1
SR S B4t 220 8 ) 2% B0 AT R . TTPs 3548 10 8

SCBZEANEE R S el MRl i KillChain'™ 58
A, FE 4 MITRE #2119 ATTE.CK (Adver-
sarial Tactics, Techniques, and Common Knowl-
edge)™, TTPs D@45 R 14 MEARLSILE
P AR, HAT. i ATTE.CK 2 Xy TTPs B 7E14
A B WA b e RS B A i TR R EO AT R i
TFTEARSHEARMGR . He, SRR R
dr B BT A B BRI R Bt E AT
AREFR T 808 R ShBel 5 R RN 2. i
BRI 43 s ATTE-CK HESLREMS LA -HIAR AR
oA BBt Ty A R 2 A TR i B 4
N D B A Uk 5 B TG A i S BT Y B R
P02 A Sl 7 o T 300 e . SCBRL9 J Ak
T ATTR.CK HEHLAR H — Bl Al 28 4 oy £ 4 1
5. EMATEEEFER R T TR RS
BE U P TR BRI 0GR, B
(977 2 R A Ml 2R 556 700 ) 58 A AT 82 it
. SCERC10 19 T Ward 3% 25 R)Z IR K
S AR T U R BOR SCTRA A, A4 97
KB T R HAR IR , ST EWLHE B
[Fi) 2H 2R 0T 7 1) A T oA A, T Ay 2H R R A
DI

HAR TTPs Xf b %k W28 g A7 S BA d 24y
(B fHZ N CTT thdiliiie TTPs 215 5. BEH 2%
R i AL ML AN 58 35, CTT ity Kl il
B ABGERY N LB T B AN g S A 24t A
SRR UG Hi b o B T TP, 2245 A % Mk L
XA A R 28 b 2538 O3 — 5 I, B TARRE T
FREY R T T HRBURZ ToC 75 BRE S LA~
TR G R w1y TTPs AT 55 h R i
ARG T B TR 2 2 R B G D A
TC I SCA T 7 v 5 2 () AR IR AE T 81 R AE
FEE AT IR BT

JIF LA AR SCER X 3R ), DL ATTE.CK 1A

053003-2



%54

T, £ AT EZ AN IERRE 0 W& BIERBE AR5 R

%59 &

PErboe U TTPs bR 481 7 —Fh T E )
HLA RIS AR il 5 (9 TR BE =7 ~J B8 ACRCNN (Re-
current and Convolutional Neural Networks based
on Attention and Convergence) F T W 4% g ip 75 ik
AR S H AR B 432, %R o B LS 1 3
o 225 100 4 [ s BB 1) 4% g, A 155 41 SCAS g 4B 4k 5
FPoE . PR AR 5040 )E 56 UK E IR
TEFHR 5 BEAEIE Rl G AR, AR5l 1 B 258
BRI INAR » e 28 423 422 )2 58 UK R 1)
Gy SIS BRI A SCEE T By 5 R A AU
MR 2% 5% 1915 4k CTI(Cyber Threat Intelligence)

Hhar2ets TTPs, If BHAE Fi R A0 T AR
e

2 HExXIE

M4 Gartner i %E X, W45 BB 2 (CTD &
IR A RN AR S AL AR R AT AT
KBTI 33k B IR 5 IR sl HL B A R
S A E A O v A O R RHZ R 5%
FEE IR PSR, " CTT vh e i 0 1 15 B J0 58
& ToCs, 17 ToCs {5 B e #% 0 9 J& TTPs {5
SN S 2k AT M 0 286 I P 2
ToCs {5 B, . % 4 A A RE WS S I T g i1 %) 48 & 755
PR BRI G @ Al B, IR R W et e 4
sl

35T A SRIE T A BE AR 1 K R MO i
SCAR G A S A e 42 S A TTPs 25 i (8
ToC {5 B R T ARG, 76 [ 2R1E 5 A BRAT K . J8 1y
1 2 A BT AR S50 2 A o 19 i SO B
PEFT I A3 AT 55, HRT. PN 286 Ja W17 i At B i)
T N IETRRE TR ML 24 ) 5 vk R
Ik

TEIME G B JAT 5, Hlds: 2 ik
T oAl AR T AR R S AR 5 2 e 5 R
. P I AR SR LA B /5. Liao S0 A
FH—HR 2235 20 ToCTerms H 2 B 28 3 I
T SCREAA AL SR E ToC-tokens B 5] T,
W IP MD5 S5 545 H. R XA, %
J7iEAE ToC A RAN TR SCR I 2 (B EE 37 H R i 7k
SEF R L, I FH RS BB A A Ak 4t 22 [
(2R, T SE N ToCs Fediape. Sciik[ 1142 —
Foft B S ) B AL RN A5 BE VT 40 A ML 25 2% 2 A 7Y
RCATT, M2 B i v i) TTPs . 245
AU AR SE T 7 2R T 45 s 4 SoA

il S HREm s MLIEAT 40285 IR TTPs AR 5
HARMZH TR 8 B B B 0 A
THEARM ISR AL 2 Z R TR TR, G
A AR L R Ak ) S 15 41 R 2 R I B R
I S EAERRAC R R Rt ok 2 24
BT UR A TR B 2 20 14 7 AT UMM 41 e A .

A FAE GBI g4 T R BE 2F 2] 38 5 AR TR Y
FROERR T2 SOAR TR Z UARAE . I HL, YR~
2R REAE S I A SCARBE h & LN TEBE R L 42
BB SRR S TR U 04 4 4 SRR L SCAR 432
AT 5

VE R EARTE 5 AL B B, B B 2 K
28 1O TG Bl 20 D) £ 17 FH T SO I R AIE 2 L
B R 22 0 45 2 T e 0 SCAR A T R AT i 2 S
AR R AR A B, » 0 B AERRAE A $E B 3
ARGy N, SCERC18 142, Sl i —Fh 3L F Tex-
tCNIN (1 1 355 350 400 3k s 25 30 1) 8 A L)l o 1
A e B bRI, SR 5 8 R 3 il AR A At
(AT 0 B 32 o R AS T UL 1Y) ToCs 28 0. {H
J2» TextCNN fiff FH [ 2 1) o i3 BN SOE s
B SR EE A2 KNS . T P 2 I 4%
DU 20 Ao AR R 14 B 2 TR0 4% 45 SR ok SO AR HEA T B
AR FR L AT RE S A B2 0K 1 R Sl U A
B, SCHRL 20 T4 Y — i 3 02 B S 1 RNN
AR LSTM™Y (1) ToCs $ilf BB Y. 3% 455 2 3 3
LSTM #E47 48 g Wi A% e b F SCE B 4, 2R 5
FRAFHEMLIZ AT ToC FF 8 I A5 B, 30 2 51
WS B4 T 2 v MR . A SO AR 2R Ak, T
CNN 1 RNN AR T 18 248 75 1 4 2848, 451 4n
RCNN R CRNNL {2, Seik[ 12135 Y 4%
AR SCAS P A B R B RS (R T RS B
GEFA A ST 2 330 KT I 245 741 SCAS G e i
TR R, SR R A A A B — ) CNN
i, RNN FRESR I , & T07E A R0 58 4 H 48 BU,
JUR X SRR AIE 1Y)« 0K B A A P R PR T
SCHRTE X 246 JE M7 1 R R ToC {5 ELRS 4 FH A0 2
SR AR LSTM., FH T 42 41 UM 135 4% v 4 488
B AF BRI R SCE R AR Kb T T R AL g
A, (HR AR A 4R U4 8 A5 S8 ST SR 4 P )
RNN, i £ &% & % 4B 48k {5 B 42 B BE ) o 98
() CNN.

J3—J7 1l » Attention ML P H BB 38 £k ) 45 42
P SCASRFAEAR B0 BE 1 T Wi 7E A AR5 5 A H v
AFFN Y. B, SCERC25 178 RNN g 5] A

053003-3



% 59 &

v K FRCH RAF O

#54

attention AL LR i 5C 8 i) A9 AL, AT 4R T T
BRI SCA PR RE T, SCHRL26 17 TextCNN fy%E
fifi b SIASMTER I LE]. E it CNN R BUOCA
REAIE A0 J2 X R PR AT 22 6 B AR, DA T
Th T AR B SCAS 73 2 g

3 AXWAE

9 DA IR 28 JR MY i SCAS A3 26 TTPs, A3
PL ATTR.CK HIRPE a2 L TTPs AbRife, 42 H
T PSR ST HL ] FERE Bl A R 2 3T A
A1 ACRCNN. 7 %0 1 iR B A (4 45 78 55 1) J
JEBE.
3.1 1RBEIGEH

ACRCNN HAIZER AN E 1w, 4 il i A

Concat

J2 A RNN i 2 . CNN 4 fid )2 . CNN 4 4F il
G2 KRR EE T E DR )R, A
JZE IR X — SR i T A 5 DA B ] 81 3] i) S 1Y) A6
S AR A RNN Zifish J2 Fi1 CNN Gt )2 )2 FH 1
JEHVRFE S L 2 AR A5 B R I 3l i iz R 45T
B = At . CNN RHE alA 2 0 1 50K =4
Gtish ) P A — Gt 1) i, P S R AR
W7 55 BAAREE B TRLE S 2
FREIE ) i SRS Zead it Ak R AR DL R R 12
AL TE B T Foe 24 B R AIE ] £

ACRCNN 5 Ji5 58 B SR 73 84T 55 1 2 4
A2 R AR R RHE I i, 2k AZET]
B2 M2 B0, B sigmoid PRETT AR
ARZEN B S8 LA 425,

. Attention

11
g =
g 1o
T
4D
=
&
g
Apt[]
macos|_|
backdoor[ | Word
Changles = Embedding
e T T]CNN
to[]
B,
g
e,«d(?
Ny TS
d =
c >
|

Max . _

Poolin, f
/
|

L |
0 |
\ |
\ |
\ /

;
—
y .
E S
: \
. \

. .
. \
. .
\ ,
\ ,

\ /
\ /
[T — TTTT113}

B 1 ACRCNN#A W& 2Z#H
Fig. 1 ACRCNN model network structure diagram

3.2 FEARSEEFEE

3.2.1 7 AKRZE BIRIFIRYIZRZ AT, BEE
X SRR TG B SCA B A T A 3 H 1) A At RUREAE
) h. 7 SCR A 2 BERTSY §al ik 07 v, 18 i
Google FFE ) BERT Hill Zribi i ok 5¢ p i) 21 1] i)
S X REARPRE SCUAS , AU Won
SN R, S5 SCAR AT R H

W =lw ,ws s sw, ] (D

i BERT X 4 5% br T8 SCA JE 17 16 1] &
Hifid.

E=WordEmbedding (W) € R"" (2)

B R o o, o, g2 HR] i ) o 2
e; EEIE]%;H\:%l 'fjm%(lzl921. .. 97’1).

3.2.2 HRAERRGALE] AT B ] ) R IR A )
1 3 XA RNN AT CNN g 745 AE S i . 7531587 7Y
FEm &, JROF.

Ry =RNN(E) (3
R RNN i i 45 i3 15 31 B A 16

R: =RNN(E) (4)
Ri: 9 RNN J5 i 4 s 15 3 B4R 16

Cir=[Convl D\ (E),.. ,Convl D,(E)] (%)
Ce R38N R R /NE CNN 5 U 46 B A5 ) 15
AR 9] & , Convl D Fon—4E B FURAE.

SR AR RNN AT CNN i i Ji5 4 45 AF
] 18, JE BB Y SCAR 3R ) 2

053003-4



T, £ AT EZ AN IERRE 0 W& BIERBE AR5 R

%59 &

Vi =[Rr.Ce . Ry (6)
Horp, Vi A DR 515 2 A RHIE )

V15 3 B PHE i i 1) 5 Vi 325 A BT CNN 4§
TSI AT R TR Rl

Cyv =Convl D, Vy),.. ,Convl D,(Vy) ] (7)
BRNFE TG ERIE A Cy. G it Bt BRI
R B P 5 B AT T RS, B T %
AU HE E R s R Em &, RS,
Sl Ab)Z R (E B TR

M(jv :MHX(CV> (8)
55 A S R 1 ML,
3.2.3 EFBAMA MM, EATENZ, d@d

W2 2] FEFRE G 4 B AT 2nAL
., (RIS EIE A K58 @ DR IE ) i
AT, HPWRIGR—5 K HAG A R 45 09 ) &
T A PR S 2 2 G 5 4 A 1 5 1 4 5
FEE.

A; :Score(’}T,T,) 9
SRIG il B A E TR A X EA 4 HE S
FEANRRIE 0] 5 VS ECAS 0 5 S0 1 B Jr L.

_exp(Score (%T LT
Z exp(Score(%T 1))

dR s I AR R 75 A5 2 d 28 B RFAE )
A IR,
A — 2 a,-A,- (11)

ST A A o A S % S
PSS T Siamoid BB R 5 A
BRI 25 e B 0 2 7% I F 2 R B A

1.
4 W5 SH

4.1 HIEERSIEEER

AW T MITRE A A 78 GitHub |
() STIX FfiEAl, X H T LB SR,
HIE R T 6500 Fpnitgid. Hrp, SORZEHHE 12
Ay FRZEGIE 36 A4~ bR RE %25 iR R
A5 Y EAR HHEARIE IR N 1 R F SR 5
FORZMNMRAE A 0. SLge il # b, A SO B 4R 1%
HE8 = 1= 1 W Ll o3 %0 B 1 I 4R L 36 Uk 48 A
.

B 25 X 45 A R RS b 1 1R BT T 5 AR
SCUCHH AR Recall FIAE A Precision X} M 4%

Qo))

JER MG FR R 5 R AR A 2 AR . R,
LR i AR IR 3B G0 B —FE b5 23 B8 RV 43
A AN B P AS HERA 0 [ 8, AR SCRERE T o
FEAR T Micro-Fi 38 bR A hy I & ITAl $8 bR, F
Febrik s, FIABIAIYE Recall #1 Precision W™
1 P25 A R Y , Z 2s. JHAA .
F, _ 2% Recall * Pre.cz:si(m

Recall +Precision
4.2 IRt

S5 ACRCNN BEA2 A7 R0 HE 58 1 9 2 1 1y
IR AR 3 24T 55 LA B RRAE Bl L ) A 750
PEREAYHE T . AR S0k $% 17 XF BILSTM, BiGRU ,RC-
NN.CRNN, TextCNN ZERIRIHAT 1 XF L i 5 , i
TEXF L Foy B R/ N TG AT 1) SR 3.

RIS o 78 SEBR Talb AR 7= B0 T 455 Y () i ik
ESREEEEE. Wik, ASGAZH T tac
tics Ml techniques Yl & i 2 i A 4 I F) {E Fifi
epoch MYAEAL, , XS RIC AU 8 AR e M HEAT T3
w5

WA AR SGA AT T I Rl S 55, 38 5 X7 F A
EARMATEE SIHLE Y ACRCNN H555 f) 52 56 45
T R IAIE S | ATE R I HLH] A9 1 k.

4.3 ZWERS5HH

4.3.1 EHhwixSoH HERSHARE
ATTR.CK 1)@ T A2 A SRS 5 R
TEARSEARMA T m T 0. &1 HEEK 2 5
B RAR SEAR ML, BRI A3
) ACRCNN A% T HA R B 2 S BERUTE 46
FRIEL. FERA S AR IAT S, AR SO
T b LA AR v (1 R A TR 3 S5 5 T 2. 46 26
4.94%.

ERAR A RSB S5 Rk 1 FrsR. XF H RNN
(BILSTM, BiGRU) 5 TextCNN {4 52 5 45 5 7]
s AE 2% JERUMME R S AT 55, B — 4
WE B RHEE e — P 5 B AR E . X
[, RCNN,CRNN F1 RNN F4 525645 AL 3510E T 3%
—458. S —J7 1. A H ACRCNN FIHAhAR 75 ]
M, A1 B ACRNN [ B T CNN I
RNN ERAE SRR - IR 3 B 0 4855 8 0
JPHME B B R A, SR aEE B L
H— AR IR S G B R L, X F R bR T
MEEEAR . X —&5 AR UE T A SOy i X6 T W 4%
JEEI I R R AR 53 28 1 A A

ARG FSaE Rn 2 fro. B THASE

a2

053003-5



% 59 &

v K FRCH RAF O % 5

WECEZ TR NEL 38— BRI
PRyE B 2> TR IR, Wik, #ARSHEm
R O T 3 o 0 N e N B S (EP I O A
a5 R, A0 ACRCNN BERLE Fi 4845 A2
T H Al R BE A Y. Xt Fb RNN (BILSTM, BiG-
RU) 5 TextCNN 1452 55 45 5 vl 1, 78 W 45 1 155
AR IATSS o — AR5 BRI SR ZE L
H—1 7 S E B E L R, X e ACRC-
NN FIHAAR A AT %0, FRAF @l A5 BAT R 22 L B —
(AR5 5 B BB, 45 AR 5 Rk
SEILNTHN . AR SCOT AR R R AE Al A HL T RE s A
RLHE T AR HE AR 73 2 R

Rl BASEHIHER

Tab. 1 Experimental results for tactics classification

il Recall/ % Precision/ % F/%
BILSTM 80. 47 85. 27 82. 80
BiGRU 79. 86 84. 77 82. 24
RCNN 81. 29 86. 84 83. 40
CRNN 87. 68 90. 12 88. 88
TextCNN 86. 93 92.12 89. 45
ACRCNN 91. 36 92. 47 91.91

K2 BASENIBER

Tab. 2 Experimental results for techniques classification

A Recall/ % Precision/ % Fi/%
BILSTM 59. 33 82. 33 68. 96
BiGRU 59.55 81. 62 68. 86
RCNN 61.79 88. 48 83. 40
CRNN 66. 03 87.56 75. 29
TextCNN 71.73 87.70 78. 92
ACRCNN 81. 01 86. 93 83. 86
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Tab. 3 Ablation results

A HA
Y
Recall/ % Precision/ % /% Recall/ % Precision/ % F/%
ACRCNNIGHE R HHLED 90. 16 90. 29 90. 23 78. 21 88. 83 83.18
ACRCNN 91. 36 92. 47 91. 91 81.01 86. 93 83. 86
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