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A survey of smart contract vulnerability detection
methods based on deep learning

ZHANG Xiao-Song'?*?, NIU Wei-Na', HUANG Shi-Ping', SUN Yu-Yan', HE ZheYuan'
(1. School of Computer Science and Engineering, University of Electronic Science and Technology of China,
Chengdu 611731, China; 2. Jiaozi Fintech Center, Chengdu 610095, China; 3. Engineering Research Center of
Blockchain Security and Platform Technology, Ministry of Education, Chengdu 611731, China)

Abstract: Smart contract is one of the three major characteristics of blockchain and an area where block-
chain has application value and flexibility. In essence, a smart contract is a piece of code implemented in
a specific scripting language, which inevitably has the risk of security vulnerabilities. How to accurately
and timely detect the vulnerabilities of various smart contracts has become the focus and hotspot of
blockchain security research. To detect vulnerabilities in smart contracts, researchers have proposed va-
rious analysis methods, including symbolic execution, formal verification and fuzzing. With the rapid
development of artificial intelligence technology, more and more deep learning-based methods have been
proposed and have achieved good results in several research areas. Currently, deep learning-based smart
contract vulnerability detection methods have not been investigated and analyzed in detail. This paper in-
troduces the concept of smart contracts and security events related to smart contract vulnerabilities, then
outlines commonly used smart contract features and describes the deep learning models commonly used
in smart contract vulnerability detection. To promote the research of deep learning-based smart contract
vulnerability detection methods, this paper summarizes and classifies recent deep learning-based smart
contract vulnerability detection methods according to their feature extraction forms and analyzes them
from three perspectives: text processing, static analysis, and image processing. Finally, the paper sum-
marizes the challenges and future research directions in this field.

Keywords: Blockchain; Ethereum; Smart contract; Vulnerability detection; Deep learning
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Fig. 1 Statistical of the number of Ethereum smart contracts
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Fig. 2 Economic loss of blockchain security incidents
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pragma solidity >=0.5.16;
contract Example {
uint256 number;
function store(uint256 num) public {
number = num;
}
}

A3 FHebey T ERA
Fig. 3 Example code of smart contract
0x49: PUSHI 0x20

0x0: PUSH1 0x80 0x28: JUMPDEST

0x2: PUSHI 0x40 0x29: PUSH1 0x00 0x4b: ADD

0x4: MSTORE 0x2b: DUP1 0x4c: SWAP1
0x5: CALLVALUE 0x2c: REVERT 0x4d: SWAP3
0x6: DUP1 0x2d: JUMPDEST 0Ox4de: SWAP2
0x7: ISZERO 0x2e: PUSHI 0x56 0x4f: SWAP1L
0x8: PUSHI1 0x0f 0x30: PUSH1 0x04 0x50: POP

0xa: JUMPI 0x32: DUP1 0x51: POP

0xb: PUSHI1 0x00 0x33: CALLDATASIZE 0x52: POP

0xd: DUP1 0x34: SUB 0x53: PUSH1 0x58
Oxe: REVERT 0x35: PUSH1 0x20 0x55: JUMP

Oxf: JUMPDEST 0x37: DUP2 0x56: JUMPDEST
0x10: POP 0x38: LT 0x57: STOP

0x11: PUSH1 0x04 0x39: ISZERO 0x58: JUMPDEST
0x13: CALLDATASIZE 0x3a: PUSHI 0x41 0x59: DUP1

0x14: LT 0x3c: JUMPL 0Ox5a: PUSH1 0x00
0x15: PUSH1 0x28 0x3d: PUSH1 0x00 0x5¢c: DUP2

0x17: JUMPI 0x3f: DUP1 0x5d: SWAP1
0x18: PUSH1 0x00 0x40: REVERT 0x5e: SSTORE
0xla: CALLDATALOAD 0x41: JUMPDEST 0x5f: POP

0x1b: PUSHI 0xe0 0x42: DUP2 0x60: POP

0x1d: SHR 0x43: ADD 0x61: JUMP

Oxle: DUP1 0x44: SWAP1

0x1f: PUSH4 0x6057361d 0x45: DUP1

0x24: EQ 0x46: DUP1

0x25: PUSH1 0x2d 0x47: CALLDATALOAD

0x27: JUMPI 0x48: SWAP1

A4 Habhiptea
Fig. 4 Opcodes of smart contract
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0xb:PUSH1 0x0
0xd:DUP1
0xe:REVERT

0x0:PUSH1 0x80

0x2:PUSH1 0x40
0x4:MSTORE

0x5:CALLVALUE

0x6:DUP1
0x7:ISZERO 0xf:JUMPDEST
0x8:PUSH1 0xf 0x10:POP

0Oxa:JUMPI 0x11:PUSHI 0x4
0x13:CALLDATASIZE 0x18:PUSH1 0x0
0x14:LT 0x1a:CALLDATALOAD
0x15:PUSH1 0x28

0x1b:PUSH1 0xe0
0x17:JUMPI 0x1d:SHR
0x1e:DUP1

0x1fPUSH4 0x6057361d

0x24:EQ
0x25:PUSHI 0x2d
0x27:JUMPI

0x41:JUMPDEST
0x42:DUP2

0x43:ADD
0x28:JUMPDEST 0x44:SWAP1
0x29:PUSH1 0x0 0x45:DUP1
0x2b:DUP1 0x46:DUP1 0x58:JUMPDEST
0X2¢:REVERT 0x47:CALLDATALOAD 0x59:DUP1
0x48:SWAP1 0x5a:PUSH1 0x0
0x49:PUSH1 0x20 0x5c:DUP2
0x4b:ADD 0x5d:SWAP1
Ox4c:SWAP1 0x5e:SSTORE
Ox4d:SWAP3 OxSf:POP
0x2d:JUMPDEST Ox4e:SWAP2 0x60:POP
0x2e:PUSH1 0x56 0x4f:SWAP1 0x61:JUMP
0x30:PUSH1 0x4 0x50:POP
0x32:DUP1 0x51:POP
0x33:CALLDATASIZE 0x52:POP
0x34:SUB 0x53:PUSH1 0x58
0x35:PUSH1 0x20 0x55:TUMP
0x37:DUP2
0X38:LT
0x39:ISZERO

0x3a:PUSH1 0x41
0x3c¢:JUMPI

0x3d:PUSH1 0x0
0x3f:DUP1
0x40:REVERT

B5 Hresdisiliig
Fig. 5 CFG of smart contract
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pragmaDirective
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pragma pragmaName pragmaValue ;

contractDefinition ~<EOF>
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contract identifier { contractPart }

identifier version Test functionDefinition
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version(l)perator 0.4.4 function identifier () { statement }
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Fig. 6 AST of smart contract
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Smart contract vulnerability detection method

based on deep learning
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